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Automatic Driver Synthesis Project

(funded by Intel)
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Practical Device Driver Synthgsis (OSDI'14)

e Termite debugger

View
Source

< select process:
-—

ide_class.ts| ide_dev.tsl |4 _ide.tsl l4_ide_drv.tsl main.tsl /tmp/builtins.tsl

task uncontrollable void write(uint<48> 1lba, uint<16> sectors, uint<32> buf)
{

doing_write = true;
)3
task uncontrollable void read(uint<48> lba, uint<ié> sectors, uint<32> buf)
{

doing_read = true;
};:
endtemplate
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Practical Device Driver Synthgsis (OSDI'14)

e Termite debugger

View

Source

<5 select process:
-—

ide_class.ts| ide_dev.tsl |4 _ide.tsl l4_ide_drv.tsl main.tsl /tmp/builtins.tsl

task uncontrollable void write(uint<48> 1ba, uint<16> sectors, uint<32> buf)
{
doing write = true;
Hev.rcmd_write_dev(/*any value*/6'h0 ++ 1'hl ++ /*any value*/1'h0);
dev.rcmd write lba highO(os.r_1bal[d40:47]);
dev.rcmd write _lba highO(os.r_1ibal[16:23]);
dev.rcmd _write lba mid0(os.r_lbal[32:39]);
dev.rcmd _write lba mid0(os.r_lba[8:15]);
dev.rcmd_write lba_low0 (os.r_lba[24:31]);
dev.rcmd_write_lba_lowD(os.r_1lba[0:7]);
dev.rcmd_write_sectors(os.r_sectors[8:15]);
dev.rcmd_write _sectors(os.r_sectors[0:7]);

dev.rcmd_write_errcmd(8'h35);

dev.rdma_write command(1'h0 ++ /*any wvalue*/7'h0);

dev.fill_prd(os.r_buf, dev.reg_sectors ++ dev.reg_sectorsl);

dev.rdma_write command(l'hl ++ /*any value*/2'h0 ++ 1'h0 ++ /*any value*/&'hﬂ)b
} s
task uncontrollable void read(uint<48> lba, uint<lé> sectors, uint<32> buf)
{

doing_read = true;

hev.rcmd_write_dev(/*any value*/6'h0 ++ 1'hl ++ /*any value*/1'h0);

dev.rcmd write_lba_highO(os.r_1lba[40:47]);
dev.rcmd _write lba highO(os.r_lba[l16:23]);
dev.rcmd write lba mid0(os.r _lba[32:39]);
dev.rcmd write lba mid0O(os.r_lba[8:15]);
dev.rcmd write lba low0(os.r_lba[24:31]);
dev.rcmd write lba lowO(os.r_lba[0:7]);
dev.rcmd write sectors(os.r_sectors[8:15]);

Aayr vrmA writrta camntAavelmne v carmntavrelN«e71) .
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Introduction into reachability games
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Reachablility Games

Environment Controller

System

Can the system be controlled
to satisty ¢?
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Reachability games

A reachability game G = (S, L., L, I, O, ) consists of

e a set of states S,

e controllable actions L.,

e uncontrollable actions L,,,

e initial state I € §,

e aset O € 2° of goal states, and

e a transition function ¢ : (S, L., L,) — S.
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Reachability games
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Reachability games

(i,0)

Initial state
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Reachability games
Goal state

‘ (i,0)
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Reachability games
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Controllable actions
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Reachability games

Uncontrollable actions (i,0)
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Reachability games

The goal of the controller is to reach the goal state
regardless of the behaviour of the environment.
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Reachability games

The goal of the controller is to reach the goal state
m n steps
regardless of the behaviour of the environment.
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Reachability games

A controller strategy m: S — L.
associates with every state a controllable action to play in this state.
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Reachability games

Given a bound n, 7 is a winning strategy in state s at round ¢ < n if
any sequence (S;, W;,S; 41, W1, ---,Sn),
such that s; = s and sp11 = §(sg, 7(s), u),
visits the goal set: 35 € [i,n].s; € O.
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Winning strategy:
Existence vs Extraction
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Reachability games solver
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Reachability games solver
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Reachability games solver

Yes, here is a strategy.
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Reachability games solver

1. SAT-Based Synthesis Methods for Safety Specs, VMCAI’14
Roderick Bloem,Robert Knighofer, Martina Seidl

Yes, here is a strategy.
2. Solving Games Using Incremental Induction, IFM’13

Andreas Morgenstern, Manuel Gesell, Klaus Schneider
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Reachability games solver

1. SAT-Based Synthesis Methods for Safety Specs, VMCAI’14
Roderick Bloem,Robert Knighofer, Martina Seidl

Yes, ttere-is-a-strategy.

2. Solving Games Using Incremental Induction, IFM’13
Andreas Morgenstern, Manuel Gesell, Klaus Schneider
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Reachability games solver

1. SAT-Based Synthesis Methods for Safety Specs, VMCAI’14
Roderick Bloem,Robert Knighofer, Martina Seidl

Yes, ttere-is-a-strategy.
Y, h : 2. Solving Games Using Incremental Induction, IFM’13
es, there 1s a strategy:. Andreas Morgenstern, Manuel Gesell, Klaus Schneider
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EvaSolver

Yes, Trere-is-a-strategy.
Yes, there is a strategy.

QAT
SRR
i%
e = -
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EvaSolver

Yes, ttere-is-a-strategy.
es, '

Yes, here is a strategy certificate.
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(Game tree
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Game tree

Simplifying assumptions:
—> controllable move

5 uncontrollable move e consider reachability games

e bound the number of rounds in the game

e players strictly alternate
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Game tree

Simplifying assumptions:

—> controllable move

5 uncontrollable move e consider reachability games

e bound the number of rounds in the game

e players strictly alternate
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Game tree

Simplifying assumptions:
—> controllable move

5 uncontrollable move e consider reachability games

e bound the number of rounds in the game

e players strictly alternate

@ | UNIVERSITY OF TORONTO
J FACULTY or APPLIED SCIENCE « ENGINEERING




Game tree

Simplifying assumptions:
—> controllable move

5 uncontrollable move e consider reachability games

e bound the number of rounds in the game

e players strictly alternate
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Game tree

1 2
. . . b [ ] [ ] [ ]
1,2/1,2 1,2

Simplifying assumptions:
—> controllable move

5 uncontrollable move e consider reachability games

@ winning state e bound the number of rounds in the game

@ losing state e players strictly alternate
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Winning strategy certificate
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Game tree

1 2
. . . b [ ] [ ] [ ]
1,2/1,2 1,2

Simplifying assumptions:
—> controllable move

5 uncontrollable move e consider reachability games

@ winning state e bound the number of rounds in the game

@ losing state e players strictly alternate
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Abstract Game tree

a b a b
O O O O
——> controllable move restricts controllable player moves

some uncontrollable move
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Veritying a certificate
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Abstract Game tree verification

a

Can the enviroment win a safety game if the controller moves are restricted to
the ones in the tree?
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Abstract Game tree verification

a

Can the enviroment win a safety game if the controller moves are restricted to
the ones in the tree?
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Abstract Game tree verification

Can the enviroment win a safety game if the controller moves are restricted to
the ones in the tree?

Encode into a SAT formula.
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Abstract Game tree verification

a
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Abstract Game tree verification1

S9

c b c3
U
ci & be 3a
O O O
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Abstract Game tree verification1

S9

c=a
U
ci=a/ |2=b ¢
O O
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Abstract Game tree verification1

S9

cs =a
U5
ci=a” |2=b ¢
O O
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Abstract Game tree verification1

S9

¢ =a
U
ci=a/ |cd=b c
O O
P2
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Abstract Game tree verific:ation1

So

ch = a c5 =0b
U
i =a c2=b c}=
uy uj u
O O © O
3
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Abstract Game tree verific:ation1

So

c=a
U
ci=a/ |2=b ¢
O O
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Abstract Game tree verification1

S9

¢ =a
U
ci=a/ |c?=b c
O O
1 P2
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Abstract Game tree verification1

S9

ch = =b
U3 uj
ci :ﬂ% =b cf —INL =
Ui ug uy uj
O O o O
¥1 P2 L3 L4

Y1 =
~G(s3) AS(s}, cb, ud, 1) A(ch = a) A=G(s}) A8(sh, ], ul, s

28 B8y
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Abstract Game tree verification1

S9

ch = =b
us uj
ci _MC% =b cf —INL =
ui ug uy uj
o O o O
¥1 P2 L3 L4

Y1 =
SGH) A 6(s}, cb, u, 51) A (ch = a) ARG(EAS(s), ], ul, s
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Abstract Game tree verification1

S9

ch = a =b
ci :ﬂ% =b —INL = b
ui ug uy uj
O O O O
1 P2 P3 P4

Y1 =
~G(s3) Ad(s}, cb, ul, 51) Aleh = @) A ~G(s}) Ad(s), ], ul, s

28 B8y
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Abstract Game tree verification1

S9

ch = =b
U3 uj
ci :ﬂ% =b cf —INL =
Ui ug uy uj
O O o O
¥1 P2 L3 L4

~G(s3) N8, €3, ug, 51) N (¢ = a) A=G (1) AO(s1, c1,ur, g
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Abstract Game tree verification1

S9

ch = =b
U3 uj
ci :M% =b cf —INL =
Ui ug uy uj
o O o O
¥1 P2 L3 L4

Y1 =
~G(s3) Ad(s}, cb, ud, 51) A (ch = a) A—G(s}) A 8(sh by ul b
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Abstract Game tree verification1

p1 =
-G (s3)Nd(s3,c
QLo = ...

QL3 = ..
P4

=
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S9

us u3
i —/Icﬁzb C?—INl—b
uj u? uy uf
O O O O
¥1 P2 L3 L4
3, Uz, 51) A (c3 = a) AN=G(s1) AO(s7, c1,up, S
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Abstract Game tree verification1

52
cs = a c5=1"
3
ci=a |[c2=b c}= =
ui u? uy uj
O O O O
1 P2 P3 P4
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Abstract Game tree verification

1
52
ch = a c5=b

2
us u3
u% u% ’uff u‘ll
O O O O
¥1 P2 ¥3 P4

(s3 =1) A1 Apa Aps A oy
1S

UNSAT

(by correctness of EvaSolver)
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How to extract a winning strategy
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Partitioning operation

@& | UNIVERSITY OF TORONTO
=y FACULTY orF APPLIED SCIENCE « ENGINEERING




Strategy extraction

us
ci =a |c? =
uj uf
¥1 ¥2
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Strategy extraction

U 5
Fy, F,
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Strategy extraction

2
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Strategy extraction

2

F, =6(s3,c5,u3,51) A (cg =a) A Fy,.
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Strategy extraction

>
= &

)
Fy = (s5 = 1) AN—=G(s3) A 6(s3, ¢
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Strategy extraction 5

ch = a c5=b
U 3
F’I’Ll an
F, =6(s3,c5,u3,51) A (cg =a) A Fy,.
Fy, = (s5 =1) A=G(s5) AN
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Strategy extraction
F, = 6(s3,c5,u3,51) A (cy = a) A Fy, .

Fy = (sy = 1) A~G(s3) A 6(s3, ¢3,u3, 81) A (3 = b) A Fy.

28 B8y
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Strategy extraction
F, = 6(s3,c5,u3,51) A (cy = a) A Fy, .
Fy = (s3 = I) A ~G(s3) N d(s3, ¢3,u3, 51) A (c3 = b) A F.

[(s3 =1) N1 Ao A3 A py] = [Fy A Fy]

20
L
Saeies
‘35%@‘
e = -

)
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Strategy extraction
F, = 6(s3,c5,u3,51) A (cy = a) A Fy, .
Fy = (s3 = I) A ~G(s3) N d(s3, ¢3,u3, 51) A (c3 = b) A F.

(s3=D)ANp1Apa N3 ANps] = [Fa NF) = 1L

20
L
Saeies
‘35%@‘
e = -
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Strategy extraction
F, = 6(s3,c5,u3,51) A (cy = a) A Fy, .
Fy, = (s5=1) A—~G(s3) N8(s5,c5,us,57) A (cz =b) A F,,.
[(s3=D) N1 N2 N3 Npua] = [Fa ANFy] = L

vars(F,) Nvars(F,) = s

20
L
Saeies
‘35%@‘
e = -

)
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Strategy extraction
F, = 6(s3,c5,u3,51) A (cy = a) A Fy, .
Fy, = (s5=1) A—~G(s3) N8(s5,c5,us,57) A (cz =b) A F,,.
[(s3=D) N1 N2 N3 Npua] = [Fa ANFy] = L

vars(F,) Nvars(F,) = s

&)

XL
e
e = -

)
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Strategy extraction
F, = 6(s3,c5,u3,51) A (cy = a) A Fy, .
Fy, = (s5=1) A—~G(s3) N8(s5,c5,us,57) A (cz =b) A F,,.
[(s3=D) N1 N2 N3 Npua] = [Fa ANFy] = L

vars(Fy) Nvars(F,) = s

&N

R
’3,5\‘ =5
A
=
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Strategy extraction
F, = 6(s3,c5,u3,51) A (cy = a) A Fy, .
Fy, = (s5=1) A—~G(s3) N8(s5,c5,us,57) A (cz =b) A F,,.
[(s3=D) N1 N2 N3 Npua] = [Fa ANFy] = L

vars(F,) Nvars(F,) = s

Z(s3) = Interpolant(F,, F}):
o [, — 1

o I NF,=_1

&)

XL
‘%‘w‘ >
e = -
=
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Strategy extraction
F, = 6(s3,c5,u3,51) A (cy = a) A Fy, .
Fy, = (s5=1) A—~G(s3) N8(s5,c5,us,57) A (cz =b) A F,,.
[(s3=D) N1 N2 N3 Npua] = [Fa ANFy] = L

vars(F,) Nvars(F,) = s

Z(s3) = Interpolant(F,, F}):
o [, — 1

o I NF,=_1

&)
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e
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Strategy extraction
F, = 6(s3,c5,u3,51) A (cy = a) A Fy, .
Fy, = (s5=1) A—~G(s3) N8(s5,c5,us,57) A (cz =b) A F,,.
[(s3=D) N1 N2 N3 Npua] = [Fa ANFy] = L

vars(F,) Nvars(F,) = s

Z(s3) = Interpolant(F,, F}):
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o I NF,=_1
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Strategy extraction
F, = 6(s3,c5,u3,51) A (cy = a) A Fy, .
Fy, = (s5=1) A—~G(s3) N8(s5,c5,us,57) A (cz =b) A F,,.
[(s3=D) N1 N2 N3 Npua] = [Fa ANFy] = L

vars(F,) Nvars(F,) = s

Z(s3) = Interpolant(F,, F}):
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o I NF,=_1

&)
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Strategy extraction
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Strategy extraction

§ /Sé\

ANAA
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Strategy extraction
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Strategy extraction
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Size of Interpolants

Size of interpolants is reasonable (tomorrow’s talk).
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Next state operation
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Strategy extraction

52
cs=a =0
s U5
Fnl Fn2
by by

AT AT,
AT
*'#"*f?';
o

o
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Strategy extraction

52
cs=a =0
s U5
Fnl Fn2
by by
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Strategy extraction

§9
1_ 2 _
C3 = c;=>b
1 9
Ug Uy
Fnl Fn2
Fy, Fy,
1*
59
1_
C; =a
1
Uy
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Strategy extraction

52
cs=a =0
uj uj
Fnl Fn2
Fa Fb
sk
S
s =a
ul )
S1
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Strategy extraction

52
cs=a =0
uj uj
Fnl Fn2

F, Fy
3% v
s =a
ul )
S1
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Strategy extraction

52
cs=a =0
uj uj
Fnl Fn2
Fa Fb
sk

3% v

s =a

uj
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Strategy extraction

52
cs=a =0
uj uj
Fnl Fn2
Fa Fb
sk
S% v
s =a
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Conclusion

We proposed a strategy extraction algorithm based on interpolants
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