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Abstract

Digital transformation is driving structural change in all sectors of the global economy especially in
the banking industry. The digital transformation of the banking industry is an ongoing process that
impacts the working environment through the redesign of processes and methods. Therefore, this study
aims to provide a framework for digital transformation in Iran’s banking industry using an enterprise
architecture framework. For this purpose, qualitative and quantitative approaches were used. In the
gualitative part, systematic review was done to identify key factors. The extracted factors were then
coded and classified with the approval of the experts. For the quantitative part, Friedman’s test was
used to prioritize the categories and components. Ultimately, 10 categories and 28 components were
identified. Among them, security and customer management were the highest priority categories.

Keywords: digital transformation, digital transformation framework, banking industry, digital bank-
ing, enterprise architecture framework.
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Introduction

Digital transformation is now an important trend permeating many industries and sectors of society
(Gray and Rumpe, 2017). It is a process aimed at enhancing entities by combining information, com-
puting, communication and connectivity technologies to significantly change their characteristics
(Giatsidis et al., 2019). Its main objective is to reap the benefits of digitization, such as having a clear
strategy to achieve these goals is very important (Hess et al., 2016). One of the most important areas
where digital transformation is currently of great importance is the financial sector, particularly the
banking industry (Hanna, 2016). In the financial sector, digital technology is creating new types of
services, such as bigtech online loans, digital payments, robo-advisor, etc. These initiatives have moti-
vated banks to improve their customer services and competitiveness through digital transformation
(Xie and Wangr, 2023). The banking industry professionals invest three times more in information
technology than any other industry (Kitsios et al., 2021; Giatsidis et al., 2019). Digital transformation
in the banking industry involves has led to a profound transformation of banking systems and offers
new opportunities such as creating loyalty, attractiveness and thus increasing profitability for banks
(Omarini, 2017; Cuesta et al., 2015).

Although the digital transformation in the banking industry can be seen as a great opportunity, it
brings many challenges. For example, mobile banking and internet banking are simple approaches to
carry out multiple financial transactions. While customers benefit from such services, the threat and
potential of cyber-attacks poses significant challenges for these digital services as well (Johri and Ku-
mar, 2023). Gimpel et al. (2018) argue that the relevance of the action fields strongly depends on in-
dustry and company specific characteristics. Some countries are currently pioneers in this field, while
others, such as Iran, are less advanced due to specific environmental conditions and legal restrictions.
Of course, Iranian banks have started their electronic journey. Some services have gone digital, but the
lack of coordination and integration in this area is very noticeable (Majdalawieh and Khan, 2022;
Bumann and Peter, 2019; Pourebrahimi et al., 2018).

Despite the relative success of Iranian banks in creating digital access channels for their customers, not
paying attention to three key factors has made it impossible to consider them a modern and digital
bank: a unified customer experience across all bank access channels (omnichannel), attention to digital
banking as a tool and not as a new business model, focusing solely on digital payment tools instead of
addressing all aspects of banking in the digital space. However, the response of Iranian banks to the
above developments has been to offer relatively similar banking products and services in the form of
internet banking services and maobile banking services, which in practice have become the equivalent
of electronic products and services in the Iranian banking sector. In short, although some of the ser-
vices provided by Iranian banks are digital, the lack of coordination and integration in this area is
clearly felt (Pourebrahimi et al., 2018). The most important reason for this can be the absence of a fee-
based business model in Iran’s banking sector on the one hand and the lack of a comprehensive
framework that help them to success in digital transformation.

To succeed in digital transformation, it is necessary to have clear goals along with a strategic plan and
framework (Hess et al., 2016). The existence of a specific framework will help organizations design a
digital roadmap, achieve their ultimate goals and provide opportunities to thrive and move forward in
the current situation, regardless of their size (Zapata et al., 2020; Gimpel et al., 2018).

Despite the general direction of digital banking and due to the difference in goals and business models
in different banks, the digital transformation roadmap for the establishment of digital banking systems
in different banks will be different. Therefore, there are several methodologies and frameworks to
achieve the goals of digital transformation. These frameworks differ in their origins, industry limita-
tions (if any), scientific or practical backgrounds and purposes. Moreover, relatively heterogeneous
frameworks vary greatly in the amount of information disclosed (Bumann and Peter, 2019). Due to the
lack of a digital transformation framework for the banking, an effort should be made to provide a suit-
able digital transformation framework in Iran’s banking industry. Considering the complexity of the
digital transformation and the fact that the digital transformation of the banking industry is an ongoing
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process (Kitsios et al., 2021), this question arises, what factors affect the success of Iranian banks in
moving towards digital transformation? To answer this gquestion, this study uses the The Federal En-
terprise Architecture Framework (FEAF) to identify and prioritize the effective factors on digital trans-
formation of the Iranian banking industry and provide a localized framework for the success of the
banking industry in digitalization. The reason for using this framework is that the Iranian banks’ stra-
tegic models are based in part on FEAF and banking executives want to ensure that their organiza-
tions’ strategic and digital transformation models are aligned. FEAF is a business-based analytical
framework for the government-wide improvement that enables agencies to use standardized methods
to map relationships between strategic objectives, business functions, and supporting technologies.
The purpose of this framework is to allow a set of predefined models to be coordinated and used in
business activities to support IT systems (Cavallare, 2020; Dumitriu and Popescu, 2020; Urbaczewski
and Mrdalj, 2006). The framework developed in this study can give the Iranian banking industry direc-
tion for developing organizational skills throughout the digital transformation process.

The rest of the study is organized as follows. After reviewing the relevant literature, research methods
and results are presented. Discussion, conclusion and suggestions for future research are then present-
ed.

2. Literature review

Digital transformation is a profound change in the way companies delivers value to their customers. It
is an overarching concept that includes organizational and strategic change through a combination of
information, communication and connectivity technologies (such as artificial intelligence (Al), cloud
computing, and Internet of Things (1oT)) (Cheng et al., 2023; Xie and Wang, 2023; Jafari-Sadeghi et
al., 2023; Diener and Spadek, 2021; Kitsios et al., 2021). The digital transformation in the banking
industry refers to operational and cultural changes in banking organizations towards integrating digital
technologies into all banking areas, streamlining operations and delivering value to customers
(Bumann and Peter, 2019; Vial, 2019). It includes the production, distribution and sale of financial
products and services through digital channels, banking automation, the use of advanced technology to
communicate with customers, and predicting the customers’ needs (Omarini, 2017).

The digital transformation in the banking industry increases bank profitability by creating a competi-
tive advantage and reducing costs (Mahmoodi et al., 2023; Valero et al., 2020). However, stronger
competitors and pressure to reduce margins and operational risks could lead to lower profitability.
Therefore, to succeed in digital transformation, banks need to be realistic and develop strategies
(Mahmoodi et al., 2023) to better plan and perform digital transformation (Bumann and Peter, 2019).
A transformation strategy also known as the digital transformation framework, is the main plan for the
digital transformation and development of the organization during the digitalization (Chiguvi, 2023;
Johnson and Zondervan, 2018). The digital transformation framework bridges the gap between current
and desired conditions by providing the transition planning, and helps organizations of all sizes thrive
in current market conditions (Johnson and Zondervan, 2018).

There are several frameworks for IT management and governance such as COBIT (Control Objectives
for Business and Related Technologies), ITIL (Information Technology Infrastructure Library),
CMMI (Integration Capability Maturity Model), etc. (Korachi and Bounabat, 2019). COBIT is a com-
prehensive IT governance framework that provides IT administrators with guidelines for managing
and controlling enterprise IT (Mangalaraj et al., 2014). ITIL is a framework of best practices compiled
by public and private organizations around the world. IT covers all IT parts of an organization (Ahmad
and Shamsudin, 2013). CMMI consists of a gradual or continuous representation of software maturity,
covers several different process areas or disciplines, and provides a way to integrate these process are-
as. However, the representation of process areas within CMMI is intentionally platform-agnostic and
does not provide operational details in order to remain useful to the widest possible range of organiza-
tions (Alfaraj and Qin, 2011). Using these frameworks alone prevents organizations from realizing the
full benefits of IT governance. This is because each practice has its own limitations when applied to a
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particular IT domain, and all these practices overlap (Korachi and Bounabat, 2019). Few studies have
tried to close this gap by proposing well-founded, cross-industry frameworks of action fields for digi-
tal transformation (such as Gimpel et al. 2018; Peter, 2017; VValdez-De-Leon, 2016).

Many consulting companies such as Accenture, McKinsey, MIT, Gartner, PWC, and KPMG, have
also developed frameworks for digital transformation that can be used to assess an organization’s abil-
ity to undertake digital projects (Crosuosa et al., 2020). Regarding the business to business (B2B)
market, consultants, such as Accenture pointed out that the objective of digital transformation is return
on investment (Majdalawieh and Khan, 2022). Accenture sought to connect the circular economy with
digitalization (EI Hilali and ElI Manouar, 2019) and concluded that a successful transformation pro-
gram requires strong and consistent leadership skills at all levels of an organization (Sainger, 2018).
The McKinsey framework identifies risk elimination, diversification, design, decision-making, and
data as effective elements in preparing an enterprise for digital transformation (Flavin and Heller,
2019). The MIT Framework recognizes the importance of component operational processes, customer
insight, understanding digital platforms, organizing the organization and its digital parts, and develop-
ing external platforms (ROSS et al., 2019). The Gartner framework includes building the right mindset
and common understanding, choosing the right leadership, building a digital organization, developing
a digital strategy, acquiring and developing digital business skills and roles, and creating new digital
business skills (Stamford, 2014). In the Framework proposed by PWC, factors such as digitalization of
products and services, digital business models, digitalization and integration of horizontal and vertical
value chains, and customer accessibility were identified as effective factors for an organization's suc-
cess in digital transformation (PWC, 2016). The KPMG framework assesses the ability to leverage
new (digital) business by considering digital strategy, flexible infrastructure models, talent, and man-
aging and digitizing business processes (KPMG, 2016).

Common characteristics of these frameworks include: digitized business models, collaborative leader-
ship, customer-centric products and services, internal talent development, and a culture of innovation.
Some consulting firms believe that traditional thinking creates a false sense of digital competency and
could be dangerous if companies need to rethink and digitize their businesses to remain competitive
(Stockhinger and Teubner, 2018). Some consulting firms even believe that integrating the digital strat-
egy into the overall business strategy is a prerequisite for a successful strategy development in the dig-
ital world (Stockhinger and Teubner, 2018; Sebastian et al., 2017). This is consistent with observations
of large digital companies that are coping with the digitization of their industries by significantly
changing their corporate strategies, closely linking both strategies (Stockhinger and Teubner, 2018;
Bughin et al. 2017). The digitization of companies and the existence of value creation networks
change the competitive environment in which companies operate, which affects business and industry
performance (Stockhinger and Teubner, 2018).

Although different frameworks have been developed for digital transformation many leaders still face
difficulties in setting and implementing the digital agenda due to their unfamiliarity with the topics,
processes and structures (Bumann and Peter, 2019). With regard to the complexity of digitalization of
the banking industry, different studies have been conducted in this area from different points of view.
For example, Xie and Wang (2023) tried to create a system that measures the digital transformation of
banks and indicated that digital transformation improves bank performance, reduces the negative im-
pact of new technologies, and facilitates withdrawal from offline channels. In another study,
Mahmoodi et al. (2023) studied the effective drivers of the digital innovation process in Iran’s social
banking and indicated that digital transformation infrastructure, law and policy, innovative approach-
es, banking industry structure, security and social factors are the most important factors that affect dig-
ital innovations in banking. At the same study, Diener and Spacek (2021) explored the main barriers to
digital transformation in banking sector. They found that strategy, technology, regulation, customers
and employees play important roles in digital transformation.

The review of studies indicates that until now, studies on digital transformation of banking industry
have been focused on the strategic level, the customer’s point of view or the internal perspective. In
addition, very little research has focused on digital transformation strategies and frameworks, which
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most of them focused on perquisites and drivers of digital banking. Therefore, this study tries to identi-
fy the factors affecting digital transformation in the Iranian banking industry and provide a localized
framework for the banking industry to fill this gap in academics and identify the pathways to success
in the banking digitalization.

3. Method

This study aims to provide a framework for digital transformation in Iran’s banking industry. To this
end, first, the systematic literature review was used to extract the main critical factors of banking digi-
tal transformation. A systematic literature review is a type of review that searches, selects, and synthe-
sizes all available evidence using repeatable methods (Romanelli et al., 2021). A systematic review
begins with specific questions that are well defined and scientifically answerable in terms of topic,
intervention, and outcome (Pullin and Stewart, 2006). In this study the question is, what factors affect
the success of Iranian banks in moving towards digital transformation? To answer the question, it is
important to conduct sufficiently detailed and broad searches to identify all studies of inter-
est. Therefore, all available sources, including scientific papers, journals, and databases were first re-
viewed. This includes “Springer”, “Taylor and Francis”, “EMERALD”, “IEEE Explore”, and “ELSE-
VIER”. A search strategy is constructed from search terms extracted from the question subject, inter-
vention, and outcome elements (Pullin and Stewart, 2006). The search terms were “Digital Transfor-
mation”, “Digital Transformation Framework”, and “Digital Transformation in the Banking Industry.”
First, 308 papers were selected. The papers were then limited to the title and content, and a total of
150 papers were found at the end of the search process that was more related to the objective of the
study. The selected papers were then reviewed and the digital transformation frameworks presented
therein were extracted. Subsequently, all frameworks of digital transformation were checked, and their
common factors were extracted, coded and categorized. The expert panel was then used to validate the
codes and categories. At this stage, 17 experts in the fields of information technology, digital trans-
formation, and banking were asked to validate the components and their categories using a question-
naire based on 5-point Likert scale (ranging from very high to very low). Experts were selected by us-
ing a snowball approach, with each expert nominated by the other participants. Snowball sampling is a
method used when population surveys are difficult to access (Leick et al., 2022). Most of the experts
were familiar with or were worked in the banking industry (58.6%). And about 70.5% of them were
completely familiar with digital transformation especially in banking.

After confirmation of factors and categories, they were compared and matched with those of Federal
Enterprise Architecture framework (FEAF) by experts’ approval.

The final framework was then validated twice. The Cohen’s Kappa coefficient was used to check the
coding validity. This was 98%, indicating high validity of the codes. Lawshe’s Content validity Ratio
was also used to validate categories and quantify the validity of categories (Ayre and Scally, 2014).
Finally, the Friedman test was used to to determine the importance and priority of components and
categories.

4. Results

First, all frameworks of digital transformation were reviewed and their common factors were extracted
and coded. At this stage, similar concepts were grouped into similar categories. Then, expert panel
was set up to validate the codes and their categories. As a results, 10 main categories (digital strategy
and goals, digital operational processes, customer management, digital technologies, organizing, data,
digital products and services, security, capital and asset management, network and infrastructure, and
technical and engineering management) and 32 distinct factors were extracted from existing digital
transformation frameworks. Table 1 indicates the concepts extracted from the digital transformation
frameworks.
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Main Cat P:EU&%E%O%O?T‘%%H
gories Components SEEEREEEEEERE:
§ |2°8 | 479335
Digital Developing digital strategies v v
strategy Implementation of digital strategies v
and goals Achieving the organization’s digital goals v v v v v v
Digital [?esig_ning the optimal situation compared to the current vl v
operational S|tuat|or_1 - — —
processes I_ntegratlon of processes using optimization and digitaliza- v
tion approaches
Customer Gain organizational knowledge about customer insights | - | | , v
manage- and needs
ment Responding to customer needs and suggestions v
Using customer experiences v v
Increasing digital channels and contact points with cus- v v v
tomers and receiving feedback from them
Digital Development and integration of digital technologies and | , v v vl v
technolo- platfo_rms —
gies Creating a platform for the development of digital tech- | , v
nologies and platforms
Board selection and leadership with digital skills
Cooperation and coordination of digital departments of the |
Organizing organization - — — -
Discovery, recruitment and training of digital skills and v
roles
Integration of horizontal and vertical value chains 4
Organization and customer data analysis v 4 4
Crer_;ltmg a repository of organization and customer infor- v
mation
Data Providing solutions related to the problems of the organi- v v
zation and customers
Using existing data and retrieving required data 4
Big data storage 4
Digital Designing prototypes of digital products and services v vV
Pr?deCtS Providing and marketing digital products and services v v
3?ces e Performance evaluation of digital products and services
Establishing and f:ie_veloping security in processes, busi- vl
Security ness m_ode_ls and digital programs of the organization
Organization and customer data security v
The existence of cyber security infrastructure v
. Management of digital assets of the organization v v
Capital and — —
asset man- Gaining knowledge about the costs of the organization v v
agement Setting up an organization with digital capabilities and v
units for property, finance and investment affairs
Network Developing a network to provide services in line with the
and infra- L v v
structure orgamzatlon S goals
Technical Engineering and design of modern capabilities and plat- v v
and engi- | forms
neering Technical guidance of products and services by technolo-
manage- gies (such as robotics, artificial intelligence, blockchain, v
ment etc.)
Table 1. Concepts Extracted From Digital Transformation Frameworks.
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The extracted factors were then compared and matched with those of FEAF (Table 2). According to
the results, most of the factors are common with FEAF. But no significant relationship was found be-
tween the components of systems and applications, asset management/configuration management, pro-
ject/program management from the FEAF and components of digital products and services, customer
management, organization from the digital transformation frameworks. Since three components of
digital transformation frameworks were very common among the existing frameworks, the systems
and applications component replaced with digital products and services, the asset /configuration man-
agement component replaced with customer management and the project /program management com-
ponent replaced with organization replaced with the approval of experts.

The Categories of FEAF

The Categories of the Digital Transfor-
mation Frameworks

The Categories of the Final Framework

Strategic plans

Digital strategy and goals

Digital strategy and goals

Business programs and processes

Digital operational processes

Digital processes and operational plans

Data and information

Data

Data

Infrastructure and network

Digital technologies - network and infra-
structure

Network/infrastructure/digital technol-
ogies

Security/Privacy

security

security

Configuration management

Technical and engineering management

Configuration management

Capital planning/portfolio manage-
ment

Capital and asset management

Capital planning and portfolio man-
agement

Systems and applications

Asset /configuration management

Project/program management

Digital products and services

Digital products and services

Customer management

Customer management

Organizing

Organizing

~ Table 2. Correspondence between the components of the digital transformation frameworks
with those of the FEAF

After extracting components and matching them with those of FEAF with experts’ approval, the Co-
hen’s Kappa coefficient was used for examining the the validity of coding, which was 98% and shows
high validity of the codes. The Lawshe’s Content validity Ratio was also used to validate the catego-
ries and to quantify the validity of content (Ayre and Scally, 2014), which was approximately 0.47 for
categories and component except for the three components marked in grey. These components were
removed from the analytical process (Table 3). Finally, 10 categories and 28 components were identi-
fied to be effective in the success of Iranian banks in moving towards digital transformation.

Finally, the Friedman test was used to prioritize categorises and components (Table 3). According to
the results, the security and customer management components had the highest priority and the con-
figuration management component had the lowest priority. Among the components, organization and
customer data analysis had the highest priority.

Categories and Components CVR Average Ranks
Digital strategies and goals 1 5.74
Developing digital strategies 1 2.26
Implementation of digital strategies 0.88 1.91
Achieving the organization’s digital goals 0.76 1.82
Digital processes and operational plans 1 5.79
Designing the optimal situation compared to the current situation 0.29 -
Integration of processes using optimization and digitalization approaches 0.64 1.62
Network, infrastructure and digital technologies 1 4.65
Development and integration of digital technologies and platforms 0.88 1.59
Creating a platform for the development of digital technologies and platforms 0.64 1.41
Developing a network to provide services in line with the organization’s goals 0.36 -
Data 1 6.18
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Categories and Components CVR Average Ranks
Organization and customer data analysis 1 4.09
Creating a repository of organization and customer information 1 2.74
Providing solutions related to the problems of the organization and customers 1 2.85
Using existing data and retrieving required data 0.88 2.68
Big data storage 0.88 2.65

Security 0.64 6.65
Establishing and developing security in processes, business models and digital 0.64 188
programs of the organization ' '
Organization and customer data security 0.64 2.15
The existence of cyber security infrastructure 0.64 1.97

Capital planning and portfolio management 1 4.62
Management of digital assets of the organization 1 1.50
Gaining knowledge about the costs of the organization 0.88 1.50
Setting up an organization with digital units and capabilities for property, finance 017 i
and investment affairs '

Configuration management 1 4.06
Engineering and design of modern capabilities and platforms 0.76 1.44
Technical guidance of products and services by technologies (such as robotics, ar- 1 156
tificial intelligence, blockchain, etc.) '

Digital products and services 0.88 5.21
Designing prototypes of digital products and services 0.52 1.88
Providing and marketing digital products and services 0.52 2.06
Performance evaluation of digital products and services 0.76 2.06

Customer management 1 6.65
Obtain organizational knowledge about customer insights and needs 1 2.12
Using customer experiences 0.88 1.88
Responding to customer needs and suggestions 0.52 2
Increasing digital channels to contact customers and receive feedback from them 0.36 -

Organizing 1 5.47
Board selection and leadership with digital skills 0.76 2.82
Discovery, recruitment and training of digital skills and roles 0.76 2.50
Cooperation and coordination of digital departments of the organization 0.76 2.35
Integration of horizontal and vertical value chains 1 2.32

Note: Categories are in bold and grey areas were excluded from further analysis and Friedman’s test due to low CVR.

Table 3. The CVR and Friedman’s Test Results

5. Discussion

After extracting the categories and components and coding and prioritizing them, the final framework
was presented, consisting of 10 categories and 28 components. The results demonstrated that security
and customer management had the highest priority and configuration management had the lowest pri-
ority among the major categories. In terms of components, organizational and customer data analysis
was given top priority. According to the results, security is a top priority in the banking sector. Securi-
ty must therefore be given special attention in all areas of banking.

Although Iran's banking industry has tried to achieve a favourable level of security in connection with
a suitable user experience in these years, according to security experts, it still has a long way to go to
converge on global security standards. The lack of a uniform structure for securities custody in the
banking sector, the lack of dedicated professionals in this sector and the maintenance of expensive
human capital, the need to raise public awareness of the general requirements for information security
in international level, international sanctions in providing security equipment, lack of specific budget
allocations for implementing security issues within organizations, numerous security regulators and
incompleteness of announced security policies, technical flaws in local security products, lack of 24/7
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online follow-up and response centers for security incidents; lack of clear, effective and efficient cy-
bercrime and information disclosure laws; and lack of sufficient technical knowledge of the country's
judicial system to handle cybercrime cases are the challenges of the current situation in the security of
the country’s banking industry. The most important areas of bank security include extensive internal
networks, banking software including banking core and bank database. For this reason, the existence
of specialized groups for software security, network security, operating system security, database secu-
rity, as well as legal and forensic among the security experts of each bank is inevitable. In addition,
creating a strong risk management system is very important for banks; otherwise, they will be con-
demned to huge losses. It is noticeable that security is not limited to technology and equipment, it also
applies to policies, procedures, monitoring and assessment infrastructure. More importantly, profes-
sional personnel is essential to security establishment and maintenance.

Customer management is also critical in a successful digital banking implementation. Since most of a
bank's capital comes from customer deposits, banks need to make customer orientation a pillar of their
operations. Today, customer centricity in banks is considered one of the most important policies of
banks, thus bankers should pay more attention to this category in banking system policies. In order to
provide appropriate services, banks need to understand and analyze customer expectations and needs,
and build a mechanism for that purpose. Analyzing customer data based on various parameters can
help banks better target their customers and classify customer into specific categories. Based on these
divisions, banks can modify and define their services and products.

The schematic model of the final research framework based on the logic of the organizational architec-
ture framework is shown in Figure 2.

Cusromer Management

Data

Digital processes and
operational plans

management

Digital strategies and goals J

digital technologies

Network, infrastructure and
Digital products and services

Configuration management
Capital planning and portfolio

Organizing,

Figure 2. Schematic model of the proposed digital transformation framework
The components obtained in the final framework of the study are as follows:

e Security

Digital transformation is the cornerstone of modern organizations and the crucial driver of their opera-
tions, which for various reasons (lack of security knowledge, misperception of security risks, etc.) is at
fundamental risk. Serious mistakes in digital transformation due to security issues can lead to business
disruptions. Therefore, in the digital age, successful companies are those that identify and deal with
security risks more efficiently (Shahim, 2021).

Internet-based networks store large amounts of financial, credit, and personal information. With many
information paths and resources in the network, it is not clear where this information is going and who
is exploiting it. Therefore, security of customer data is of paramount importance in digital transfor-
mation (Johri and Kumar, 2023; Varma et al., 2021). Safeguarding online and digital technologies in
banking operations, setting up security canters to record events, monitoring and handling suspicious
transactions in banks, educating bank customers about cyber risks in remote banking services and
maintaining the confidentiality of processes and information are of the measures taken by banks to
increase security (Johri and Kumar, 2023; Rashidovich, 2022).
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e Customer Management

Digital transformation has led to changes in customer expectations, and due to the opportunities creat-
ed by the use of modern technologies customers often evaluate organizations based on their digital
experience (Stalmachova et al., 2022; Naimi-Sadigh et al., 2021). Therefore, the growth of organiza-
tions in the digital age requires responding to customer needs and requirements and improving cus-
tomer satisfaction, which is the main objective of customer management (Gilgomez et al., 2020).

In the digital age, customer experience management has become a key strategy for e-banking, and cus-
tomer experience has been clearly emphasized with the aim of achieving customer retention and long-
term growth (Suvarchala and Rao, 2018). The digital transformation can help banks reach new cus-
tomers with new business models. Understanding the customer experience is critical for banks in the
digitalization era. This approach improves service quality and customer satisfaction (Indriasari et al.,
2019). Customer experience in e-banking services is the sum of all interactions that customers make
while fully communicating with staff through information technology components such as telephone
banking, ATMs, kiosks, internet banking services, and mobile banking services. The main purpose of
customer experience management in banking is to improve the efficiency of customer management
and provide an interesting banking experience in customer transactions. Banks are therefore focused
on investing in and improving the customer experience as they set themselves apart from other finan-
cial institutions in the business sector (Suvarchala and Rao, 2018). By increasing touch points with
customers through different digital devices, after receiving, registering, and understanding customer
needs, banks can anticipate customer needs over time (Stalmachova et al., 2022; Diener and Spadek,
2021). Therefore, customers will be interested in using digital banking services because banking ser-
vices powered by information technology are more convenient and affordable. This mutual satisfaction
means that the banking industry is finally achieving its goals of increasing profitability and productivi-
ty (Diener and Spacek, 2021; Litvishko et al., 2020; Omarini, 2017; Cuesta et al., 2015).

o Data

In the digital transformation phase, the ability to capture and analyze big data for decision making is
essential, as all digital technology functions rely on digital data (Verhoef et al., 2021). Providing a cus-
tomer database and analyzing customer data helps uncover valuable information to reach customer
insights and evidence-based decisions (Verhoef et al., 2021; Maklan et al., 2017).

Creating value from big data for businesses and customers requires employees with strong digital and
analytical skills (Verhoef et al., 2021). Banks need big data teams with analytics, data management,
data visualization, and business skills. In addition, an ongoing training program should be in place to
update skills as the technology becomes more sophisticated.

o Digital processes and operational plans

Digital transformation in organizational processes means changing business models, changing value
chains, and creating new products and services, resulting in new and better ways to create value (Pari-
da et al., 2019; Goerzig and Bauernhansl, 2018; Parviainen et al., 2017). The digitalization of process-
es improves the ability of organizations to control and monitor activities and employees (Kretschmer
and Khashabi, 2020) as digitalization makes processes a huge data generator (Sestino et al., 2020).
Through this generated data, it is possible to measure processes and know how close an organization is
to meeting its goals and objectives and how well it aligns with strategic priorities (Wang et al., 2016).
Banks must be able to use digital technology judiciously in all processes and services to transform
their business models into digital business models (Diener and Spac¢ek, 2021; Litvishko et al., 2020;
Omarini, 2017). Simplification and elimination of long and useless processes and the modernization
and digitalization of the main processes helps the banks to achieve their goals. One of the most im-
portant aspects of a bank’s digital transformation is the significant reduction in operating costs. Auto-
mated programs and processes eliminate unnecessary work and effort, reduce the chance of error, and
deliver efficient results (Rashidovich, 2022).

o Digital goals and strategies
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Digital goals and strategies are the foundation of every company and one of the important dimensions
of digital transformation, the formulation and implementation of which has become a concern for
many managers of organizations due to the transformative effect of digital technologies. Digital strate-
gy helps to successfully allocate efforts and resources to achieve the best business goals (Chanias et
al., 2019; Maynard, 2019).

A bank’s digital transformation requires an approach to develope and apply a digital strategy. As digi-
tal transformation encompasses all aspects of financial activities, such as bank governance mecha-
nisms the banking industry digital transformation must be aligned with other development strategies to
create solutions that lead to the efficiency (Galazova and Magomaeva, 2019). By formulating and im-
plementing digital strategies, banks support their digitalization and globalization and bring the organi-
zation closer to its digital goals. Adopting strategies towards digital models as well as customer-
centric strategies, which is the main goal of the banking industry, can help achieve banking goals
(Naimi-Sadigh et al., 2021).

¢ Organizing

Organizing in a digital organization means the existence of ownership and coordination between the
organization’s components and its digital parts. This includes coordinating all leadership and man-
agement functions, human resources, digital strategy and technology, and customer relations functions
(Ross et al., 2019). By making the appropriate decisions, banks can align their various departments to
achieve their goals.

Selecting leaders and managers familiar with digital transformation and well-equipped to lead the or-
ganization during this period, discovering required digital knowledge and skills, and hiring talent in
this area and providing ongoing training to improve skills (Marks and Al-Ali, 2022; Stark, 2020) can
help the banks to lead in digital era. Banks can integrate horizontal and vertical value chains through
coordination. In horizontal value chain integration, banks grow and capture value by purchasing simi-
lar assets from competitors. By integrating vertical value chains, banks control and own parts of this
industry and capture value for themselves.

o Digital goods and services

Digital goods and services means using digital transformation technology to transform traditional
goods and services in innovative ways to make them more attractive to current and new consumers
(Writer, 2021). The delivery of digital products and services requires the appropriate prototypes
and models (Nunes et al., 2022; Westerman et al., 2014).

Automated Teller Machines (ATMs), Smart Cards, Electronic Funds Transfers (EFT), Telephone
Banking, POS Systems, Computerized Credit Ratings are among the digital products use by banks (llo
et al., 2014). By optimizing products and services, banks can create compelling value propositions for
their customers. In banking, evaluation of provided digital products and services performance is an
important step and help banking to provide appropriate service to customers.

¢ Network, infrastructure and digital technologies

Organisational networks connect computers and related devices across departments to coordinate dis-
parate users together through digital means to meet shared needs. In a digital environment, companies
must take a network-centric view and create value across a range of digitally connected businesses
(Verhoef et al., 2021; Ayegba and Lin, 2020). Businesses need digital assets such as data storage, tele-
communications infrastructure, and accompanying technologies to remain competitive in the digital
age (Verhoef et al., 2021). In addition, without digital infrastructure, it is difficult to improve bank
efficiency and performance (Rashidovic, 2022).

With the emergence of new social channels, new portals, and mobile banking applications, banks and
financial institutions must digitize to embrace and capitalize on these opportunities (Niemand et al.,
2021; Rizvi et al., 2018). The use of technologies such as cloud computing that people anywhere, just
by having banking systems, can benefit from the organization’s information technology-based ser-
vices, in addition to saving time and reducing organizational costs, leads to Improving data security
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and protection. Furthermore, the use of intelligent automation systems with artificial intelligence,
which changed the work processes of employees, shortened the time of banking processes and in-
creased the speed, has greatly increased the productivity of the banking industry (Diener and Spacek,
2021; Litvishko et al., 2020; Omarini, 2017; Cuesta et al., 2015).

» Capital planning and portfolio management

The digital transformation has made investment more affordable. Companies today are investing heav-
ily in developing and acquiring digital technologies that enable machine learning, Al, robotics, and
loT (Verhoef et al., 2021). Before investing in digital transformation, digital organizations must de-
termine their vision and properly assess the time, costs, and issues along the organizational path
(Majbour, 2021). Enterprise architecture, capital planning, and IT portfolio management enable organ-
izations to manage the delivery of IT solutions that effectively meet business needs (Hayes, 2021).
Digital transformation is the way the banking industry evolves from traditional to digital and modern.
For this reason, investments in this direction, including investments in infrastructure and digital tech-
nologies, will help the industry reach its specific goals faster (Diener and Spaéek, 2021; Litvishko et
al., 2020; Omarini, 2017; Cuesta et al., 2015).

» Configuration management

Configuration management is part of the change management process. It enables application develop-
ers and project managers to identify problems, manage changes, and follow the progress of software
projects (Hass, 2003). The configuration management team works with engineers and specialists to
identify, record, and manage the physical and functional characteristics of assets, software, and related
documentation, including connections between system components. Configuration management en-
sures that only compatible software versions are installed on systems (Wu et al., 2019).

In the digital era banks are trying to address configuration management challenges that arise in sup-
porting a customer base with a wide variety of device types. Supporting a user base running services
on different devices may require more frequent configuration changes to address issues caused by the
different operating systems. A good service desk strategy can help banks’ IT team meet these chal-
lenges.

6. CONCLUSION

Banks are taking action to realize and further develop their strategies and objectives by adopting digi-
tal strategies and benefiting from technology. However, there is no general framework that banks can
use to successfully complete their digital transformation. The innovation of this study is therefore to
fill this gap and provide the industry with a framework for digital transformation. This paper adds to
the body of literature in the field of digital transformation of banking by developing a comprehensive
framework to support banks’ digital transformation efforts. The study can make several contributions.
First, it provides a more nuanced and detailed view of the elements of banking required to manage the
digital transformation process. Second, it provides Iranian banking sector managers and decision mak-
ers with clear guidance on how to prioritize the development of necessary organizational skills and
promote organizational knowledge in a dynamic and competitive environment.

Among studied components, security and customer management have the highest priority. Therefore,
banks’ advanced digital services require the development of secure, reliable and more comprehensive
technology solutions. Banks are expected to regularly maintain and update security measures such as
virus control, password protection, intrusion detection, and technical system updates in accordance
with federal regulations.

In addition, customer experience should always be verified, management should have sufficient
knowledge of the impact of effective factors, and banks and service providers should ensure that cus-
tomer experience using e-banking services should be monitored continuously. Improve the level of
experience and use strategies to establish and enhance effective measures in service delivery, customer
experience management.
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It should be noted that digital banking is a technology-enabled approach to transforming the entire
bank, and not just transforming banking products and services into digital ones. The necessity of bank-
ing digitalization, in addition to the transformation of products and services on the customer side, is to
make changes in the bank’s organizational architecture. However, banks are often hampered by strict
security measures, laws and frameworks designed to protect customer data and privacy. At the same
time, new native digital banking solutions and payment programs are outperforming traditional banks
in terms of growth and customer acquisition. Adapting policies to meet changing consumer needs,
adapting quickly to new technologies, and responding to market changes are key to the digital trans-
formation of the banking industry. The framework presented in this study for digital transformation in
the banking industry and designing a digital roadmap will help banks achieve their ultimate goals, and
by fully identifying the current situation and designing a path to achieve the desired situation thrive in
the current landscape and move forward regardless of size.

Providing a framework for digital transformation in the banking sector and designing a digital
roadmap can help organizations, regardless of their size, achieve their ultimate goals and give them the
opportunity to grow and progress in the current situation. The digital transformation framework pro-
posed in this study will help banks assess their current state, identify areas for improvement and chart
a path forward. It also allows you to be more efficient and better serve your customers.

Although different frameworks have been developed for digital transformation many leaders still face
difficulties in setting and implementing the digital agenda due to their unfamiliarity with the topics,
processes and structures (Bumann and Peter, 2019). The development of digital transformation in the
banking sector requires the efforts of each bank and the support of the government. Based on this,
banks need to focus on developing and training appropriate personnel in social media communication
and information management, updating information technology systems, developing network security
management plans, and classifying customers for better management.

The proper establishment of digital banking projects in the country requires coordination of the vari-
ous institutions involved in this major development. Every organization has its own database and the
authentication method as well as approaches and policies in different organizations are different from
each other and each of these organizations acts based on its own procedure and approach; therefore,
coordination and considering a The same procedure is important in this regard. Providing sufficient
resources and budget is also necessary for the proper and timely establishment of digital banking in the
banking system of Iran by the responsible institutions.

Considering the role of environmental changes around banks, such as changes in the state of competi-
tion, changes in technological innovations, changes in customer preferences, changes in the invest-
ment process, etc., which can affect the progress of the country’s banking system and affect the busi-
ness environment of banks, it is suggested that banking managers make appropriate decisions regard-
ing these changes and provide the conditions for adapting to these changes. It is also necessary for
banking managers to constantly consider the impact of environmental factors on the movement in the
technological and digital space in the banking field and act accordingly. In addition, banks should
think about the cultural and spiritual challenges employees may face and offer solutions in this area.

6.1 Limitations and Recommendations

The study used existing frameworks to identify the effective factors on the digital transformation of
banking sector and providing a local framework for Iranian banks. However, the proposed framework
was not implemented by banks. Therefore, it is suggested that future studies use an action research
method to check the implementation of the proposed framework in the banking sector and to improve
it according to the research experiences obtained from this method.

Additionally, the criteria for evaluating digital transformation in the banking industry were not ex-
plored in this study and a maturity model can better guide bank managers in the long road of digital
transformation, which is a recommendation for future studies.
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