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Abstract:- Non-traditional computer devices, such as mechanical and Internet of Things (10T)
devices, may be able to communicate data across a network without the intervention of a
human or machine. People can live and work more intelligently and with greater freedom
nowadays thanks to the Internet of Things. This has also increased the risk of privacy,
breaches, data breaches, and integrity issues being compromised. Because 10T devices are ad-
hoc in nature, forensic analysts will have a difficult time determining the cause of the incident
once it has occurred. The importance of cyber forensics in 10T is investigated and presented in
this paper.
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1. INTRODUCTION

Continuous hardware miniaturization and increased energy efficiency make it possible to
integrate intelligence into ordinary devices. This trend of increasing so-called non-smart
everyday devices with computational capabilities has given rise to the Internet of Things (1oT)
field. Attackers can infiltrate and exploit 10T systems. Before the advent of the Internet of
Things, specialized digital forensic mechanisms were developed to investigate Botnet activities
in small systems. As the robotic networks that support 10T are scalable and technically diverse
and take advantage of current high-speed networks, developing forensic mechanisms capable
of investigating 10T Botnet activities has become an important challenge in the cybersecurity
field [1,2,3].

loT devices are non-traditional computing devices that have the ability to transmit data over a
network without the need for human or machine intervention, both mechanical and digital
devices The Internet of Things allows individuals to live and work more intelligently and to

take complete control of their lives[4,5].



Internet of things devices have become common in our societies, for example in smart cities,
smart homes, health care, security, surveillance, inventory management, and products, and they
are also a source of evidence in criminal investigations, as they generate effects that can be

useful for investigation and forensic purposes in any kind of crimes.

One of the challenges facing a digital forensic investigation is the lack of information and the
exchange of knowledge between investigators, for example in the investigation process, two or
more investigators located in different cities may examine the same device at the same time,
and due to the different experiences of each investigator, the results of medical investigations

may differ Forensic[6-8].

In addition, due to the sensitive nature of the data obtained from a forensic examination, data

is rarely shared.

These challenges may have an impact on the efficiency and timeliness of investigations and

results.

This research provides a platform for knowledge sharing using the Internet of Things for
forensic practitioners and forensic investigators, as it is difficult for many investigators to work
with traditional methods [9-15].

Because every investigator must start from scratch, according to his investigations.

This platform allows investigators to share investigation information so that time is not wasted
in starting from the beginning of the investigation [16,17].

As a very rising and revolutionary technology, the internet of Things (l1oT) has brought
tremendous changes to end-users in their daily lives. Study and work all concerned within the
Internet of Things, taking advantage of sensible environments (home and city), e-health,
transportation systems, and any place [18-25]. Cybersecurity is an inevitable drawback that has
to be solved within the development of the net of Things. If the matter isn't managed well,
hackers can make the most of defects and weaknesses of hardware, objects, or software system
then information or systems are discontinuous through the world wide web of Things.
Therefore, forensics analyses are necessary to avoid the inevitable issues of a cyberattack, it's

essential that users can use the internet of Things without worrying.

One of the writers who talked about the Internet of things is Yang Lu was born in China on
First of May, 1979. He received the M.Sc. and Ph.D. degrees from Tianjin University, Tianjin,

China, in 2004 and 2007, severally. His Ph.D. supervisor was Jianquan Yao United Nations



agency is an associate degree Academician of the Chinese Academy of Sciences, Beijing,
China. He was an associate degree Optical Network Engineer with Tianjin Company Ltd.,
China Mobile cluster, Tianjin, from 2007 to 2008. He has been with McMaster University,
Hamilton, ON, Canada, as a Post-Doctoral Fellow, since 2009. He has intensive expertise in
advanced solid-state optical maser and nonlinear optical frequency conversion by exploiting
sporadically poled metallic element niobate (PPLN) chips. He was the first Principal of Study
on THz radiation exploitation quasi-phase-matched distinction frequency generation tense by
all-solid-state dual-wavelength lasers by exploitation PPLN chips supported by the National
Science Foundation of China (10474071).,Dr. metallic element was a member of the Ministry
of Education Science and Technology cooperated foundation of Nankai University and Tianjin
University study on the application of recent devices in immoderate broadband fiber

communication systems supported nonlinear optical effects

What will be written in this essay is Yang Lu's writing on Internet of Things (loT)

Cybersecurity: here will mention some points from his research: -

The Internet of Things integrates heterogeneous smart devices into an integrated network. That
is why Cybersecurity of the Internet of Things is a strategy mechanism Improvement and
includes all changes involved In the Internet of Things, to ensure the integrity of the entire all
changes concerned common cybersecurity engineering for the Internet of Things from various
viewpoints is listed. The cybersecurity frameworks of the Internet of Things fall into three
broad categories: a three-layer infrastructure, a four-layer derived architecture, and a five-layer
detailed architecture Layers are the perception layer (sensor) layer, access layer, layer Network

layer, middleware layer, application (service) Layer and interface layer [26-30].
2. APPLICATION OF IOT

In the automotive field, the monitoring system transmits and displays the location and
diagnostic data through the cloud provider, which improves the driving experience and helps
determine the optimum time for mechanical services [31-35].

In healthcare, the integration of loT devices has been shown to benefit patients, as vital
information can be collected from their homes, contributing to the rapid detection of any

deterioration in their condition.

Network Forensics: Evidence is usually short-lived, as packets are produced from a
single machine and sent through intermediate nodes to their destination [36].



2.1 10T MODELS

Device-to-device communication: This type of connection is mainly found in home

automation using the Internet of Things [37-38].

Device-to-cloud model: This type of model allows the end user to access their devices
through a web interface or smartphone app and view reports from a dataset or change the

device's state.

Device-to-cloud model: It is a backend data sharing model, which is a replica of the
device model to the cloud, with the added bonus that the user can extract data from the original
cloud provider and transfer it to other cloud service providers[39].

Device-to-gateway model: The device communicates with the cloud service provider

through the application layer gateway service, which operates on a local machine acting as a

Proxy.
2.2 DEEP LEARNING AND ITS ROLE IN NETWORK FORENSICS

Acrtificial Neural Networks (ANNS): are a type of machine learning technology that transforms
input data into output through the use of nonlinear transformations. ANNs can be grouped
roughly by the number of layers that make up their structure (excluding the input layer), into

shallow and deep scripts [40].

Discriminatory models are supervised methods tasked with separating data into classes by
focusing on the boundaries of class decisions and calculating the conditional probability of a

layer feature. Notable examples include [41]:

Recurrent Neural Network (RNN) - can be useful when the information maintains some

temporal relationships with its previous states.

Convolutional neural networks (CNNs) - a type of unchanged, multi-layered perception

in space, inspired by the interconnections found in the visual cortex of the brain [42].
Challenges inherent in automated internet forensic investigations

Interoperability - Lack of specification clearly causes problems in developing a single

forensic solution capable of handling a range of loT systems and devices

Availability - Services that support IoT may show decreased performance or become

completely unavailable.



Cloud storage of information - presents a new set of challenges to forensic

investigations, including jurisdiction limitations and conflicting laws as two notable examples.
2.2.1 TRUST-BASED MECHANISM

According to the behavior of nodes in the data forwarding process, a penalty factor is
introduced to evaluate the direct trust relationship between nodes and the direct trust value.
Then indirect trust value is assigned weights through entropy thus the comprehensive trust
value of the evaluated node is obtained. The uncertain set theory is used to classify the trust
relationship between nodes, and neighbor nodes with higher trust levels are selected for
routing nodes to forward data, and neighbor nodes with lower trust levels will be isolated
from the network[42-44]. In addition, in order to prevent normal nodes from being isolated
from the network as they are considered as malicious nodes due to some non-intrusive
factors, a given recovery time is provided for such nodes to further determine whether or
not to isolate them from the network. One of the biggest challenges to overcome this issue
is the development of trust mechanism to ensure data exchanges with a certain level of
credibility[45-47]. This study proposes a model for trust in I0T networks based on concepts
of social networks and criteria of biomedical relevance. The proposed model is based on a
recommendation index calculated by a deterministic trust management protocol. To
evaluate its effectiveness, simulations were created with different scenarios of loT
networks. The model proved to be useful for detecting objects with suspicious behavior on
the network, avoiding the establishment of relationships with these objects and minimizing
the damage caused to the 10T during data exchanges. Since its formation, the internet has
undergone several transformations among these, one in particular has been drawing
attention to the Internet of Things (l0T), which is nothing more than diverse objects
connected to the internet and providing services to users, among these objects such as
household appliances, wearable, means of transportation, etc[48]. The notion is to
increasingly connect the physical with the digital world to ensure the security of these
devices and for the users themselves. Therefore, it is necessary that the security

mechanisms meet the characteristics of the 10T[49] .
2.2.2 THE E-R TRUST MODEL

Our experience in cybersecurity has been digitized to offer real-time, autonomous, efficient,
scalable, and accurate evaluation flows. Algorithm makes it possible for cognitive systems to
continuously mine data and knowledge through advanced analytics. Thus, the focus is to

continuously refine methods and processes, so systems should have the ability to identify



forensic threats and generate proactive responses. Our collective experience in cybersecurity is
encoded in our products. It enables us to process and analyze vast volumes of data and detects
impossible threats to humans. Our behavioral biometrics provides an effective way to improve
the security posture without disrupting users' experiences and without any hardware
requirements. In a world where compliance requirements, reputation protection, UX-based
differentiation and cost reduction are top priorities for the vast majority of businesses,
behavioral biometric solutions are gaining traction. Institutions and industry leaders have
mentioned them as an effective way to move users into the modern authentication flow, which
reduces frictions. Different industries are facing the same need: strongly identifying users and

preventing fraud, economically and without any complexity.

Honeypot development: Expand the range of 10T simulators and handle massive amounts of
inbound traffic[50,51] .

Network flow analysis: Without fear of privacy violation, it requires less space for

saved data compared to other solutions.

Provision of criminal safety: It should be taken in order, to consider how new

technologies can be improved to achieve acceptable forensic outcomes.

Dealing with diversity: the speed and volume of 10T data - the large amount and speed

with which information is recorded and transmitted.
3. CONCLUSIONS

A new definition of the Internet of Things puts the interconnectivity between "things™ and their
service-like functions at the fore. Several challenges were presented, including regional
jurisdiction issues derived from cloud computing, and some of these trends were: developing
and improving honeypots, analyzing network flow, and dealing with the vast amounts of high-

speed and heterogeneous data produced by the Internet of Things.

Future directions for research have been explored in the field. Some of these directions were:
Honeypots and Network Flow analysis creation and enhancement, managing vast amounts of
loT-generated high-speed and heterogeneous data, and proving that any solutions produced are

forensically sound and that the results produced will be admissible in a court of law.
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