ﬁ EasyChair Preprint

Ne 3027

Data Integrity and Security in Distributed Cloud
Computing: A Review

Abdullatif Ghallab, Mohammed Hamood Saif and
Abdulgader Mohsen

EasyChair preprints are intended for rapid
dissemination of research results and are
integrated with the rest of EasyChair.

March 22, 2020



Data Integrity and Security in Distributed
Cloud Computing: A Review

Abdullatif Ghallab'", Mohammed H. Saif?, and Abdulgader Mohsen*

YUniversity of Science and Technology, Sana'a, Yemen
2University of Science and Technology, Taiz, Yemen

ghallab@ust.edu, m.naji@ust.edu, a.alabadi@ust.edu

Abstract. Data storage of cloud services have increased rates of acceptance due
to their flexibility and the concern of the security and confidentiality levels.
Many of the integrity and security problems raised based on the differences
between client and service provider for resolution of third-party auditor. This
review paper gives a brief view of current data integrity and security issues in
the distributed cloud computing environment. The paper compared eight
different models of the cloud data integrity and security. It highlights nearly
solutions for some of the current cloud security risks and challenges by
summarizing the key schemes of the privacy preserving public auditing,
particularly access control, attribute-based access control, and public key
encryption. Moreover, the paper assigning the existing models, algorithms, and
methodologies of data integrity and security done in the literature of distributed
cloud security. It suggested further research in cloud security domain regarding
many of the security and data integrity issues.
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1 Introduction

The rapid development in networking technology and the variation of computing
resources requirements have enforced companies to outsource their needs of storage
and computing services. In the new economic, cloud computing encompasses
different kinds of services. With the infrastructure as a service (laaS) mode, clients
use computing services from a provider through internet. They are in charge of
storage, as well as for the networking infrastructure. In the platform as a service
(PaaS) mode clients use the resources of the provider for running their custom apps.
Whereas, in the software as a service (SaaS) clients uses the software, which runs on
the infrastructure of the providers.

Cloud infrastructures may fall in the private group or in the public group. A private
cloud refers to on in which the customer does management of the infrastructure. The
customer is the owner. At the same time, the location is on premise. It also implies
that the client is capable of controlling access to data. Access can be given to the
people who are trusted. When it comes to public cloud, the company providing the
service is the one, which owns and manages the infrastructure. The location of the
infrastructure is on-premise of the company providing the service. Generally, a
different party is managing client information. Whereas untrusted parties capable of
gaining access to the data.

Storage services like Microsoft's Azure and Amazon's S3 offer clients through
storage, and can be scaled dynamically. Moving the data of clients into the cloud
required different kinds of cost with ensuring a proper maintenance of their private
storage infrastructure. This made them to resort to other service providers at a fee to
meet their storage needs. For a number of the customers, it generates numerous
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advantages, which generally includes the fact that they are readily available. The

clients are capable of accessing the data at any time from any point. The other major
advantage is the fact that they are highly reliable. This generally implies that the
customers do not have to be worried concerning anything like backups.

2 Review of Literature

A model proposed by [1] called “provable data possession (PDP)”. The key feature of
this model is verification of data on an untrusted server without retrieving. This is
done by generating probabilistic proofs of blocks and maintaining metadata of the
proof; also, the response protocol is small and constant reducing network
communication. The PDP model with two schemes can support huge data in
distributed systems with lower overheads at server level and the performance being
dependent on disk 1/0O. In [2] a proposed model emphasis on third-party auditing to
enable customers assessing risks and the associated insurance risk mitigation. The
focus was on both internal and external auditing of storage service offered online.
This model is aimed at enabling customers to make informed choices give the service
providers and auditors to develop approaches for auditing and overcome the
challenges.

In [3] improvement of PDP scheme of [1] as “dynamic provable data possession
(DPDP)”. The PDP scheme works with only the static files the DPDP scheme by the
usage of rank information also supports the updates (apart from static) to the data
stored on CSP. The scheme used “Merkle Hash Tree (MHT)” for verification but
works only for single file copy and are not encrypted. By adopting 's protocol a model
proposed by [4] using PDP scheme. The key feature of this scheme is public
verifiability for the data stored on CSP. The public verifiability is done by a TPA
without the exposing the information of the data owner. This model did not consider
data encryption and is limited to single data files. A PDP scheme proposed by [5]. The
key aspect of this model was the usage of FHE algorithm for data file encryption. The
benefit of this feature is it generated multiple copies on the CSP and whenever the file
copies were updated, they do not require re-encryption. Two PDP schemes were
proposed in this paper that enabled CSP to store lesser and fewer copies of files and
adopt the dynamic behavior on cloud servers for data copies modifications. The model
provided a solution to reduce storage costs and storage space requirements.

The key features of the privacy preserving and public auditing which summarized
from literature are shown in Figure 1.

Main
Features
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Auditing Preserving Dynamics Auditing Integrity Confidentiality

Fig. 1. Main features of the privacy preserving and public auditing

In [6] proposed a “proofs of retrievability (POR)” technique based on two schemes.
The first is modeled with shortest query and response with public verifiability built
from BLS signatures. The second is modeled on shortest response with private
verifiability built on pseudorandom functions (PRFs). The model enables the client’s
data to any prover passing the authentication check. In [1] proposed PDP technique
for integrity of storage. The key focus is a third-party auditor (TPA) acting for a client
to verify the data on the cloud dynamically. Cloud is not only limited to data backup
but also involves block modification, insertion and deletion. The model improvised on
Merkle Hash Tree (MHT). The model works for block authentication and dynamic
public verifiability. The [7] as compared to [6] introduced a model of compact “proofs
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of retrievability (POR)” scheme. The TPA's role has been better focused by

eliminating the need for local copy of data thereby reducing the role of cloud user and
removing vulnerabilities of user data privacy. The model integrates homomorphic
authenticator along random masking. The feature of simultaneous multiple auditing is
also added with a multi-user setting. Public verification schemes have been proposed
in [8] and [9] based on [7] model with a homomorphic signature, a trusted TPA and
certificate-based cryptography.

The work [9] with a solution of POR for dynamic storage, focused on a scheme
against malicious auditor by the technique of oblivious RAM. In this model the client
is enabled to execute arbitrary reads/writes and audits in their data with a protocol on
the server to check/ensure the latest version. In [10] a dynamic POR scheme ensuring
client storage is proposed in a cost-effective way as compared to Merkle Hash Tree
(MHT). The model outperformed two dynamic POR schemes namely (ACSAC 2012)
and (EUROCRYPT 2013). Further [11] proposed a PDP scheme to support the
dynamic authentication. Further dynamic authentication schemes have been proposed
in [12], [13] and [14].

In [15] introduced a protocol by utilizing the services of a TPA. The method called
as privacy preserving auditing employs homomorphic linear authenticator (HLA) and
random masking. The shortcomings in this model noticed are message attacks and
external attacks. To overcome the shortcomings in [15] in [16] introduced an
improvised scheme built from “Boneh-Lynn-Shacham signature (BLS)”. Though
improvised the scheme is not as efficient due to computationally intensive pairing
operation. The scheme was implemented on Amazon EC2 but not tested on
commercial public cloud making it unsuitable for handling large scale data.

In [17] introduced a protocol with “Merkle Hash Tree (MHT)” along with BLS
based HLA. The model works for data dynamics and public auditing. While the model
ensured integrity of data it lacked in ensuring confidentiality of cloud stored data. In
[18] introduced a design to get the intended blocks from various servers. The model
used homomorphic token pre-computation and subsequently coded technique for
erasure. In [19] introduced a design that collects signatures on blocks as a bundle.
While the security aspect in the model is similar to [16] and ensured better efficiency
as compared there was an increase of overhead in communication and computation. In
[20] developed a model using Merkle Hash Tree algorithm for TPA of the user’s data.
While the data dynamics were supported it lacked in ensuring confidentiality of cloud
stored data.

In [21] proposed a model of MHT and RSA based cryptography. The model
ensured both integrity and privacy of data. In [22] proposed a different model to
monitor the data changes on cloud. They placed an attacking module a code on the
cloud server that performs the function of monitoring on cloud server while the
confidentiality is ensured by employing AES algorithm. In [23] introduced a method
of “Hash Message Authentication Code (HMAC)” along with homomorphic tokens.
By using a secret key, the integrity of data shared between two entities is ensured. The
shortcoming in this model is fraud messages are created by malicious attackers if the
secret key is compromised. In [24], [25] introduced a model using a TPA in a privacy
preserving public auditing scheme. The user creates the blocks by AES algorithm,
assigning hash, sequencing the hashes and generating RSA signature. The TPA
ensures the verification of data integrity by signature matching.

A Comparison of the privacy preserving and public auditing models and schemes
based on key features of the privacy preserving and public auditing are represented in
Table 1.

Table 1. Comparison of the privacy preserving and public auditing schemes
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Among the eight models included in the comparison, two models satisfy 5 among 6
features, HLA with random masking and AES algorithm [22], HLA with BLS
signature along with MHT [17], all features except data confidentiality, and data
dynamic, respectively. The next rank of four models that achieved 4 features. All the
four models satisfied the same three features, public auditing, privacy preserving, and
data integrity, whereas two of them satisfied data dynamic. A different single one
feature only, batch auditing, and data confidentiality, was satisfied by HLA with BLS
signature [16], and MHT and RSA algorithm [21, respectively. Finally, both HLA
with random masking [15], and HMAC Algorithm [23] models satisfied the lowest
rank with similar three features: public auditing, privacy preserving, and data
integrity.

Figure 2 illustrates three key schemes of the privacy preserving public auditing. It
is noted well that the majority of models for privacy preserving public auditing,
exposed in Table 1, depend on the three schemes: access control, attribute-based
access control, and public key encryption. The following sections review the main
features of each scheme.

‘ Access Control J
{Attribute—based Access Control l

{Public Key Encryption

Fig. 2. Key schemes of the privacy preserving and public auditing

2.1  Access Control

Access control is a key feature for trusted security in cloud storage services. This
requirement has evinced research interest from the academia and the industry. In [26]
the researchers used a combination three encryptions for cloud access security. In the
model the access rules were defined based on data characteristics and the owner of the
data can assign tasks in cloud servers without opening the actual content. In [27] as
compared to “Hierarchical Attribute-Based Encryption (HABE)” a low
communication and computing cost attribute-based system was developed. The data
access control is through user attribute rules and authentication is through identity-
based signature.

In [28] broadcast encryption approach was adopted with a focus on smaller
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enterprises that are constrained by tight budgets and aid in cost savings by

productivity enhancements. The model uses a combination of “hierarchical identity-
based encryption (HIBE)” system and the “ciphertext-policy attribute-based
encryption (CP-ABE)” system. In [29] a model of proxy re-encryption was adopted
with patient centric framework. The model leveraged multiauthority “attribute-based
encryption (ABE)” for patient health records. The model is also built with dynamic
modification of user, attributes and access policies.

In [30] a model of role-based encryption is built called as “hierarchical attribute-
set-based encryption (HASBE)”. This model overcomes the shortcomings of attribute-
based encryption (ABE) like lack of flexibility or executing complex access policies.
HASBE has the ability to employ multiple values for user access management.

In [31] a model of “Multi-message Ciphertext Policy Attribute-Based Encryption
(MCP-ABE)” is employed for sharing consumer data attributes excluding the actual
names. The benefit of MCP-ABE it enables the content provider to specify the access
policy giving the data only to the intended and approved users.

In [32] a model of “Ciphertext policy attribute-based encryption (CP-ABE)” is
employed for data sharing. The model enabled to overcome the shortages of key
escrow and fine-grained user revocation for each attribute.”.

2.2 Attribute-based Access Control

In [33] the model combined a method of ciphertext delegation enabling it to be ‘re-
encrypted’ and provide security in the standard ABE framework. This model enabled
in dynamically disqualifying revoked users. In [34] a dynamic policy update is
implemented for big data. The access policies in this model are designed for minimal
computation for data owners, use of old data and access policies, algorithmic update
of policies and check mechanism for update of ciphertexts. In [35] the authors have
proposed a scheme where “Ciphertext-policy attribute-based proxy re-encryption (CP-
ABPRE)” supports the attribute-based re-encryption. The model is built to overcome
“chosen-ciphertext attack (CCA)” securely enabling the scheme to handle the
problem.

In [36] a model is “public key encryption (PKE)” proposed to verify two
ciphertexts are encryptions of an identical message. The scheme eliminates the need
for bilinear map operations except for equality test. The application where PKE is
useful are searchable encryption and encrypted data partitioning. Similar kind of PKE
schemes have been proposed in [37] and [38].

In [39] a model of identity-based distributed provable data possession (ID-DPDP)
is proposed. ID-DPDP protocol is developed on a multi cloud storage and is secure
under Computational Diffie-Hellman problem (CDH). The model allows remote data
checking without downloading the whole data and reduce the costs. This model is
applied for patient records in public cloud under KP-ABE.

CP-ABE characteristics due to their flexibility are more preferred in applications of
cloud access control. In [40] to overcome the problem of complicity of data storage a
“multiple-replica provable data possession (MR-PDP)” proposed. The storage is done
and authenticated by challenge-response protocol. The scheme is economical as
compared to single-replica PDP scheme. In [41] a Proofs-of-Retrievability (PoR) is
proposed to reduce the computational load by outsourcing files on low-power client’s
verifications on high end servers and supporting dynamic updates. Performance
analysis was also done for this scheme giving it an upper hand to the compared ones.
[42] Also focused on CP-ABE application. In [43], [44] and [45] studies were done on
policy updates. The studies had their own shortcomings where they used proxy re-
encryption. This does not really update or extend the access policy and lacks integrity
of linking to the actual data.

2.3 Public Key Encryption
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In [46] the author introduced a public key encryption scheme (PKE). In this

scheme the bilinear map operations are required only in the case of equality test of
encrypted messages between two ciphertexts. The scheme is useful for encrypted
applications like search or partition. The shortcoming observed in PKEET lack of
integrity check. In [47] Tang introduced a model enabling two users with
public/private key to issue token(s) for equality test between ciphertexts. The model
incorporates fine-grained authorization policy. The model is useful for TPA
operations. In [48] Tang improvised on [47] fine-grained authorization (FG-PKEET)
by working on flaws on equality test, compare with AoN-PKEET by Tang and
PKEET by and make FG-PKEET function on a two-proxy setting.

In [49] Wang keeping in view the aspects of verification, multi cloud storage and
costs proposed an identity-based distributed provable data possession (ID-DPDP) in
multi cloud storage. ID - DPDP protocol is made on bilinear pairings and secure under
standard CDH problem. The ID-DPDP protocol functions for private, delegated or
public verification. The shortcoming of this model is it does not work in multiple-
replica settings. In [50] keeping in view the problem of server collusion and no
evidence on storage of multiple copies of data proposed multiple-replica PDP. The
scheme empowers the client to store replicas of files with a challenge response
protocol for verification. The MR-PDP scheme is better as compared to single-replica
PDP scheme in computational aspect and can generate further replicas at lesser costs.
The shortcoming of this scheme is it cannot perform public auditability.

In [51] used a model of indistinguishability obfuscation technique for remote data
integrity auditing and reduced the computational burden of generation of signature for
user. The model is useful in scenarios of outsourcing files by low-power client and
verifications by cloud servers. In [52] proposed a model of protecting the privacy of
the user to generate signatures by using third-party medium (TPM). The TPM is
employed to develop a simple model for auditing integrity remotely. The TPM has an
expiration time for authorization with a valid period. In [53], [54], [55] and in [56] Yu
and Wang focused on reducing the damage of key exposure. They introduced remote
auditing schemes which are key-exposure resilient and based on key update
techniques in various scenarios.

Information sharing is an important aspect in cloud storage. In [57] keeping in view
data sharing as a key aspect introduced a privacy-preserving approach that enables
public auditing on cloud. The scheme focuses on modifying the ring signature for
secured cloud storage. The scheme has the capacity to perform multiple auditing tasks
at once. In [58] designed a public auditing scheme to store identity confidentiality for
a group of members at once. The scheme uses blind signature technique for
authentication.

In [59] proposed a privacy based public auditing method. The scheme is modeled
for shared cloud data by generating a homomorphic verifiable group signature. The
model needs a minimum of t group managers avoiding single-authority abuse and the
users can track data changes in an assigned binary tree. In [60] keeping in view the
risk of modification and sharing of data for a revoked user introduced an approach
tailored for the shortcoming. It is a public auditing mechanism to ensure integrity
where the cloud server re-signs data blocks of the revoked user. The scheme supports
multiple auditing tasks verification at once. In [61] designed a scheme supporting user
revocation in shared data integrity auditing. This scheme is designed to avoid
compromise keeping in view the complacency between revoked users and malicious
cloud servers. The scheme is tailored on secret sharing and polynomial-based
authentication tags.

In [62] introduced identity-based proxy-oriented data uploading with remote
integrity in public cloud (ID-PUIC). The system and security model are defined and
ID-PUIC protocol is based on bilinear pairings. Further the ID-PUIC protocol is
secure on hardness of CDH. In [63] introduced identity-based remote data integrity
checking (RDIC) protocol. The scheme uses homomorphic cryptography. It reduces
the costs for the management of PKI modeled RDIC protocols. In [64] the author
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introduced incentive and unconditionally anonymous identity-based public PDP

scheme. IAID-PDP system and security model are defined and the protocol is based
on bilinear pairings. IAID-PDP is secure and eliminates the certificate management.
In [65] introduced a scheme of user revocation without affecting the blocks held by
the revoked user. Instead of focusing on the verifiers of the revoked user the model
focused on updating the non-revoked group keys. The scheme is made on ID
cryptography it does not need certificate management as needed in Public Key
Infrastructure (PKI) systems. Further many other aspects were focused on such as
privacy-preserving authentication in [66] and data deduplication [67] and [68] in
remote data integrity auditing. Despite all these approaches the remote data integrity
approaches mentioned above cannot completely support data sharing with information
hiding.

In [69] based on earlier works developed an improvised model of PDP data
checking remotely. The model focused on reducing the I/O costs by random sampling
of blocks from the server. The challenge/response protocol reduces network
communication making the model lightweight and more suitable for distributed
storage scenarios. The authors presented two PDP schemes better than previous
approaches. The shortcoming noticed was the model is not suitable for public audit.

In [70] Merkle introduced protocols for public key systems. The paper focused on
unique properties and protocols on public keys and digital signatures along with
comparisons. In [71] focused on a paper of cryptographic cloud storage. The paper
focused on developing a secure cloud on a public cloud. Various architectures are
described at a higher level and the benefits that accrue for customers and service
providers. In [72] the author introduced a lesser energy-consuming protocol in the
integrity of storage services on mobile cloud. The model focused on reducing mobile
energy consumption while supporting dynamic operations. The authors used the
concepts of incremental cryptography and trusted computing.

In [73]. proposed a mechanism of Message Authentication Code (MAC) for two
parties communicating across an insecure channel. The model focused on
authentication tag and shared key approach between two parties for data
communication. In [74] introduced data access control for multi-authority cloud
storage (DAC-MACS). The model is developed as new CP-ABE scheme. The key
features are competent decryption and feature revocation for forward and backward
security. In [75] investigated on [74] and proposed that there is a security
vulnerability in the model where a revoked user can decode new ciphertexts based on
an attack method revoke

In [76] the author proposed identity-based remote data possession checking (ID-
RDPC) protocols. The protocol is secure assuming CDH. The key benefit of this
approach is bypassing the process of certificate management. Further the model
performs better as compared to RDPC protocols in PKI framework on: computation,
communication and associated costs. In [77] constructed a protocol where they
combined ID-based signature and public verification. This model enables the TPA to
bypass the user task checking and focus purely on integrity of data. In [78] the author
proposed a cancelable identity-based encryption (IBE) model that reduces the various
tasks related to key management by enabling key update on cloud. This is done by
introducing outsourcing computation into IBE to handle identity revocation. The
model reduces the operational tasks for “Private Key Generator (PKG)” and users.

In [79] addressed the key management by proposing fuzzy identity-based auditing.
In this model a user identity is a set of descriptive characteristics built as a protocol
through biometrics. The protocol has been proven on CDH and discrete logarithm. In
[80] the author addressed the issues of verifying public key certificates and their
management. The author proposed “identity-based cloud data integrity checking
protocol (ID-CDIC)”. The model proposed to eliminate certificate administration in
out-of-date cloud checking.

Integrity verification in cloud storage is a topic of interest in recent times for
researchers. In [81] introduced the concept of checking of files for integrity. They
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based the model on challenge-response protocols and the challenge is generated

randomly. The main shortcoming of this model was it is unsuitable for large amount
of data load for verification. This is improvised by [1] with a scheme for PDP with
RSA signatures. The RSA signatures had a drawback of tags of 1024 bits increasing
costs and the scheme is incapable of privacy preserving if there is a TPA. Further [7]
used BLS signatures over [1] RSA signatures limiting the length to 160 bits with
security. In addition, work [8] on privacy-preserving public auditing for cloud joining
HLA and random masking. In [82] proposed a signature scheme on CDH assumption.
The secure signature length is 50% of DSA signature and suitable in cases of human
typing or communicated simple bandwidth. In [83] proposed a public auditing scheme
based on hash table dynamic in nature (DHT). It is a 2D structure present at a third
parity auditor (TPA). The scheme reduces computational and communication aspects
by transferring the information from the CSP to the TPA. The scheme a good
updating efficiency, supports privacy preservation, enables batch auditing through
BLS signatures. Over this [13] improvised the dynamic verification scheme with
multiple owners.

In [84], [85] introduced a scheme with critical information hiding. It is a remote
auditing scheme that uses a cleanser to mask critical information on the blocks while
enabling remote integrity auditing. The scheme is based on ID cryptography. In [86]
keeping in view multiple cloud service providers working in tandem proposed a
cooperative PDP scheme. The scheme is based on homomorphic verifiable response
and hash index and the model proved to have lesser cost and overhead aspects in
comparison with non-cooperative approaches. This model resonates with [49] that
focused on ID-DPDP. In [84] introduced ID multi replica PDP (IDPMR-PDP). The
scheme provides TPA with multiple replicas without PKI. The scheme is protected
against malicious servers and attackers. In [87] proposed a scheme named MuR-DPA
that is an authenticated data structure (ADS) based on the MHT. The scheme enabled
for the authentication of active datasets with multiple replicas on the cloud by
including values in computation of MHT nodes in a top-down order as replica sub-
tree. All the approaches for integrity verification are epoch-based auditing having
time periods and the attacks can be detected at the completion of each period. Also,
the ambiguity in the real verifier being the user or third-party, trusted and authorized
is also a concern.

Motivated by integrity audit shortcomings some schemes comprising real-time
assessment and fair mediation have been proposed. In [88] a scheme where checking
is performed with each file used in operation. A data structure has been developed
called FBH-Tree that stores the hash values. A file in operation requests a part which
is the hash value for real time authentication. The scheme suffers from drawbacks in
efficiency and computation overhead is directly proportional to incremental FBH-
Tree. In [89] and in [90] proposed a similar kind of model where the motive to cheat
is taken into account with party being either client or CSP. To overcome this, they
introduce a third-party arbitrator based on signature exchange idea. The limitation to
these models is that an exchange implies consent between parties with dispute
resolution if arises is postponed to a later date.

For overcoming the problem of authentication reversible watermarking is a novel
technique on which few models are discussed below. In [91] investigated high-
capacity no loss data-embedding for images where the authentic image can be
restored from the watermarked image. They presented two techniques (i) least
significant bit prediction and Sweldens' lifting scheme (ii) improvement of Tian's
technique of difference expansion. They also compared the techniques with various
other embedding methods. In [92] proposed changeable image masking approach over
encrypted field. In this model using an SVM classifier by decoder the distinction is
made between encrypted and nonencrypted image patches and get the embedded
message and original image. In [93] proposed reversible hiding scheme based on
Shamir’s sharing. The information is distributed in random shares with the embedded
information key shared to the correct owner. Using the key, the data can be extracted
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either directly or by media authentication. In [94] proposed a changeable

watermarking algorithm. In this method the authentic image is embedded with digital
meta-data with removal at a later time. The loss less recovery of original image
enables a digital signature of image to be embedded in the image itself only to be
recovered later for authentication. In [95] presented a reversible hiding algorithm.
After extracting the data, the authentic image is secured without disruption from the
marked image. The algorithm alters the pixel values to implant the information in a
histogram shifting modulation.

In [96] Tian proposed a DE modulation-based algorithm. The Difference
Expansion algorithm capable to overcome overflow and underflow problems. This is
achieved by calculation of the variance of adjacent pixel values to select some for DE
to embed watermark. In [97] improvised in [95] skewed histogram shifting where the
model uses a set of extreme predictions. By this the distortion problem is addressed in
a better way by embedding the skewed structure histogram pixels from peak and short
tail. In [98] used a method of lossless watermarking where parts of image are
reversibly watermarked with message embedding by conventional Haar wavelet
transform coefficients. The approach is one of the most competitive with high
capacity and low distortion. In [99] experimented with identification of areas in an
image considered most ideal for watermarking and embed the area by histogram
shifting.

In [100] introduced a prediction error expansion (PEE) method. This model is
derived from DE and Histogram Shifting (HS) approaches. The variance between the
pixel and its estimate is used for data implanting. The models introduced also need to
embed auxiliary information overhead.

In [101] Coltuc aimed at reduction in embedding distortion of prediction error. The
method used here is not embedding the entire stretched difference but split the
variance of current pixel and its calculation context. Testing is done on various
changeable watermarking schemes. SGAP yielded the best results. In [102] pair wise
prediction-error expansion (PEE). The sequence results in a 2D prediction-error
histogram improves performance due to a better embedding approach. In [103]
improvised on [102] and proposed a familiar kind of pixel pairing. In this approach
only pixels with similar prediction errors are paired and embedded thereby decreasing
the number of shifted pixels. In [104] introduced a segmented data embedding method
for efficient RDH. In this method the host is not considered as a whole but partitioned
into multiple sub hosts. Each sub host can have its own embedding enabling to apply
varied RDH algorithms as an ensemble. The major shortcomings in all the schemes of
reversible watermarking are to provide stable capacity and exposure of images to be
checked.

3 Conclusion

This review paper explores the most ideas of data integrity and security problems in
the distributed cloud computing environment along with some models, challenges,
and limitations involved in this field. IT presented many of the data security concepts
on cloud servers such as, schemes, protocols, algorithms, access policies, storage
scenarios, access services, and a third-party auditor.

A comparison for eight models of data integrity and security models was done
based on common six features, public auditing, privacy preserving, data dynamic,
batch auditing, data integrity, data confidentiality. Besides the two models,
homomorphic tokens with erasure code and HMAC algorithm, several enhanced
models of HLA and MHT combinations were compared too. HLA and MHT used
with a diversity of schemes and algorithms, HLA used with random masking, BLS
signature, BLS signature along with MHT, and AES algorithm. Whereas MHT is used
individually and/or combined either with BLS signature, or with RSA algorithm.
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The three security features, public auditing, privacy preserving, and data integrity
were satisfied by all models. Both, data dynamics and batch auditing integrity, were
satisfied by three models. Whereas data confidentiality was satisfied in two models
only. Two models of data integrity and security, HLA with random masking and AES
algorithm, HLA with BLS signature along with MHT, satisfied (83%) of the required
features. All features except data confidentiality and data dynamic. Four models
satisfied with (66.6%), and two models satisfied with only (33%) of the features.

This review investigated a lack of data integrity and security models with certain
required features like data confidentiality, data dynamics and batch auditing integrity.
The work on data confidentiality and data dynamics of the cloud security can be
extended by adding these features in different models. So, more research can be done
to improve HLA with random masking, and HMAC Algorithm models by adding
more features of data integrity and security.

Studying possibilities of adding advanced security features for models such as,
HLA with BLS signature, MHT and RSA algorithm, and HMAC Algorithm, can be
investigated in future research.
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