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Abstract

Recently, the Internet of Things and building
information modeling (loT-BIM) has captured
attention because of its wide range of applications in
multiple domains communicating across different
layers. The 10T-BIM consists of three layers, namely
physical, network, and application layer. This paper
provides and  discusses  security  attacks
countermeasure for each 10T-BIM layer. In this paper,
we discuss various state-of-the-art 10T-BIM security
frameworks and propose a unified security framework
for 10T-BIM networks, called “Unified Federated
Security Framework”. The proposed framework relies
on fuzzy cognitive maps for modeling and evaluating
trust relationships between the involved entities in
federated identity management systems.
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1. Introduction

The Internet of Things (10T) and big data applications
are set to play a critical role in increasing global
agricultural production to feed billions in the next
decades [1]. Experts predict a data-driven future in
which farmers will be able to feed the globe thanks to
sensors on agricultural equipment, self-driving
tractors, drones, and GPS imagery [2]. This would
enable communities to deal better with restricted fossil
energy, water, and available land supplies. Building
Information Modelling (BIM) is a universal
phenomenon that can affect the evolution of the built
environment. BIM is the technical breakthrough
required to modernize the construction industry [3]. A
broad range of participation from all project
participants is required for a successful transition to
BIM adoption [4].

BIM is a digital depiction of a facility's physical and
functional attributes that serves as a common
knowledge resource for data about it. By definition,
the engineering consulting services (ECS) industry
cannot use BIM in isolation and must collaborate with
other major players [5]. BIM has the potential
capability to be considered a disruptive technology
whereby it can supplant existing technology, such as
2D CAD. Certain issues regarding BIM's application
in real-world environments suggest the immature
technology lacks refinement and has performance
problems. As pan-project BIM capability matures, the
benefits of 4D, 5D, 6D modelling will emerge (Sacks
et al., 2010).

The 10T-BIM enables different devices/objects around
us to communicate with each other by injecting
powerful codes into the devices [6]. loT-BIM
comprises physical objects such as sensors, actuators,
mobile phones, and Radio Frequency ldentification
(RFID) tags, which can sense, monitor, communicate
and exchange data with each other to perform different
tasks around a specified location. 10T-BIM provides
interconnection of various types of devices over
possibly vast heterogeneous networks so that the
devices can communicate directly with each other
without human intervention (Hossain, Islam, Ali,
Kwak, & Hasan, 2018). The growth and development
in smart have made I0T-BIM gain attention from
various research groups, system developers, and
industries, and thus, many kinds of service
applications have been proposed and developed.
However, presently, the demand for large-scale
deployment of 10T-BIM devices is increasing rapidly,
resulting in a major security concern.

Security is one of the critical features of any
communication network. The nature of wireless
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networks makes them more susceptible to security
attacks. The constraints (e.g., limited processing
power) inherent in 10T-BIM devices limit their ability
to defend themselves from attacks. For many years,
security is one of the critical aspects of any
communication network and attacks have targeted
wired networks. With the advances in technology,
wireless networks are becoming more affordable and
easier to build, and attacks on wireless networks have
only recently become widespread [8]. A lack of a
unified security framework is a major security
challenge in an 10T-BIM environment [8] and [9].
Securing 10T-BIM architecture/framework is a
significant challenge that needs proper attention for
10T-BIM to be fully adopted [10] [11]. Because
presently, there is no universally accepted 1oT-BIM
framework, making 10T-BIM devices vulnerable to
attacks and threats. For that reason, security is a
significant challenge that needs proper attention for
10T-BIM to be fully embraced.

There are several benefits to implementing 10T-BIM
in the construction industry. These include improved
execution monitoring, effective control, higher
quality, lower costs, and shorter turnaround times.
Because of the availability of real-time data analytics,
it has also been broadened to be utilized in making
quick decisions. The introduction of new technology
is fraught with difficulties, which may be divided into
three categories: method of introduction, lack of
acceptability, and lack of knowledge and experience.
This study intends to explore building stakeholders'
awareness of 10T-BIM application and relevance; it
then analyzes the problems of implementing 1oT-BIM
in construction projects; and lastly, it determines the
prevailing challenges of implementing 10T-BIM in the
construction field.

This paper provides detailed state-of-the-art loT-BIM
security frameworks and attack countermeasures for
10T-BIM network and also propose a unified security
framework which is based on “User identification” for
I0T-BIM network called unified federated security
framework.

This paper is organized as follows. Section 2 discusses
the state-of-the-art 10T-BIM attacks framework.
Section 3 presents the proposed unified security
framework for 10T-BIM. Section 4 provides the
conclusions.

2. State-of-the-Art 10T-BIM Security Framework
Although researchers have proposed frameworks that
support various 10T-BIM constrained devices based
on identity certificate management, single sign-on,
federated identity, and user-centric framework, each
framework has its limitation in terms of functional
performance. Moreover, most of the existing
frameworks have focused on developing individual
attack frameworks for physical, network, and
application layers of the 10T-BIM. For example, [12]
and [13] introduced Public Key Infrastructure and
Pretty Good Privacy (PGP), both using identity
certificate management. However, the frameworks do
not support functions like single sign-on, federated
identity, user-centric, and device security. Similarly,
[14] introduced Kerberos using single sign-on, but the
framework does not support other functions like
identity certificate management, federated identity,
user-centric, and device security. In addition, [15]
introduced a liberty alliance. The framework has
functional features such as single sign-on, federated
identity, and user-centric, but does not support
functions like identity certificate management and
device security. Note that among all the existing
frameworks, there is no framework for device security.
Furthermore, [4], [16] proposed a security framework
for smart cities that comprises of Black Networks and
Key Management System (KMS) that tackle attacks
vulnerabilities at 10T-BIM application layer. The
framework provides confidentiality, integrity and
privacy, and efficient key distribution. It aims to
provide security procedures that will reduce the
vulnerabilities in 10T-BIM at the application layer.
However, the framework cannot provide robust
security for smart city 10T-BIM devices because it is
susceptible to side-channel attacks, cryptanalysis
attacks, denial of service (DoS) attacks and malicious
scripts.

Similarly, [17] suggested an unique SDN-based
security architecture for 1oT-BIM physical layer that
employs border controllers to safeguard voice over IP
(VolP) architectures while allowing interworking
between incompatible signaling messages and media
flows across 10T-BIM devices The framework
integrates heterogeneous 1oT-BIM devices from
multiple domains, improves the security of each
domain, and allocates security guidelines by harming
the protection of any domain. However, the challenge
with the use of border controllers is on how to secure



traffic (wanted and unwanted). Moreover, data
forging, side-channel attacks, traffic diversion, traffic
sniffing, DoS, identity spoofing, firmware
exploitations are possible attacks associated with
SDN, which leads to major problems, such as packet
delay/loss and DDoS.

[18] proposed the Object Security Framework
(OSCAR), a middleware framework primarily for
End-to-End (E2E) security at the loT-BIM network
layer, with constrained application protocol support
(CoAP). The method allows multicasting,
asynchronous data transmission, and caching. With
the simple Datagram Transport Layer Security
(DTLS) technique, it addresses E2E security and
permission issues while ensuring full data integrity.
Failure in the node that functions as a PAN coordinator
in beacon-enabled 802.15.4 (i.e., the technical
standard that specifies the operation of low-rate
wireless personal area networks (LR-WPANSs)) affects
the intermittent transmission of beacons in the
network. Also, [19] discussed different loT-BIM
security challenges that exist in the three-layer system
framework and developed a solution to tackle this
security threat. The authors identify security
challenges in every layer of the 10T-BIM framework.

Physical Layer

Secure Single sign-on
and Sensor Equipped

Secure Single sign-on Federated Single sign-on

User Management

Secure Single sign-on
and Social apps

Network Layer

Federated Identity Provider

None of the current security frameworks guarantee
comprehensive security for the whole 10T-BIM
network; instead, they target/focus on a specific layer
of the network. Because there's not a comprehensive
IoT-BIM  security architecture, communication
technologies including WSN, RFID, WiFi, and 4G and
5G are vulnerable to various attacks [20]. It also
exposes the data in the communication channels to
risks such as eavesdropping, MitM, and counterfeit
(Fadele et al., 2018). This study aims to propose a
federated unified security architecture  with
comprehensive security features for loT-BIM
networks. It also gives an accurate classification of all
assaults, capturing all forms of threats so that better
defenses may be designed and deployed.

3. Proposed Unified Security Framework for 10T-
BIM

This section presents a conceptual unified federated
security framework for loT-BIM. It discusses an
attempt  towards unifying 10T-BIM  security
framework and preventing 10T-BIM devices/systems
from attacks and threats at different layers of the
network. The proposed framework is based on “User
identification”.

Application Layer

Federated Single sign-on
User Management

Figure 1: A Unified Federated Security Framework for 1oT-BIM Network Scenario
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Figure 1 depicts a suggested unified federated
security framework scenario for an loT-BIM
network based on device identification and taking
into account the three levels of loT-BIM. Users
from one 10T-BIM layer (security layer) can access
resources from another security layer using the
proposed federated identity-based system. The
structure is built on the three tiers' mutual trust.
Using Fuzzy Cognitive Maps to assess each other's
trust (FCMs). FCMs have shown to be a practical,
easy-to-use, and powerful qualitative tool for
modeling and computing trust in complex and
dynamical environments [16], [22].

In this example, users register their credentials with
the authentication server in the physical layer, while
the other tiers trust its claims. Because it can
maintain a user's identity across many security
domains on the web, federated identities are a
popular solution in online security for safeguarding

User tries to access
the network

A 4

User enters device
Identity (nodes)

Enforce
Federated Identity
Management on
ser (device

Federated Identity
Management?

system workflow. The federated identity idea for
unified loT-BIM security has not been investigated
in the context of 10T-BIM [18], [23], [24]. While
delivering authentication services to depending tiers
and applications in the network, the federated
identity provider produces, maintains, and manages
device identity information. We investigate the
notion in 10T-BIM networks, primarily because the
system workflow typically requires a legitimate
user (device) to be verified in many domains.

It should be noted that the federated identity
framework 10T-BIM is different from web-based
[24]-[27]. The communication among identities
(nodes) in 1oT-BIM is in the form of device-to-
device (D2D) communication while in the web-
based system, it is known as a person’s identity
[28]. A detailed communication process in the
proposed framework is presented in Figure 2.

Is device in

User successfully
access the network

User will create
Federated ldentity
anagement Accoun

Figure 2: Federated Identity Management Process

The working processing of trust computation
different layers is based on fuzzy weighted digraph.
It consists of a set (X1,X2,...,Xn) of n
interconnected nodes representing variable of
communicating nodes of the modeled system for
I0T-BIM network such as inputs, outputs, states,

events, and signed weighted arcs which describe the
causal relationships between these nodes and
interconnect them. However, the value of each node
is computed from the influence of other nodes to the
specified node, by applying the calculation rule in

Eq. (2).
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Where, Y*** s the value of communicating nodes X;

attime step t + 1. Yi(t) is the value of communicating

nodes X at time step t. W; is the edge weight that

interconnects the layers together. It is a given value on
the interval [—1, 1] to indicate three possible types of
relationships among the layers. V is the threshold or
activation function for converting the output of each
computation to the range [0, 1] or [-1, 1].

4. Conclusion

Research in loT-BIM has attracted much interest in the
past decade with a great potential to transform human
lives and activities. Currently, there is little research
on securing an 10T-BIM network from attacks, which
makes the dream of achieving a unified security
framework for 10T-BIM unrealistic. Thus, it is
imperative to address the security attacks in 10T-BIM,
which will assist in achieving a unified security
framework. An attempt towards unifying the loT-BIM
framework is provided in this study by proposing a
unified federated security framework for loT-BIM and
discussing the 1oT-BIM security countermeasure for
each layer in the framework.
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